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Configuration Guide Web-Based Configuration

1 Web-Based Configuration

1.10verview

Web-based management allows administrators to access the Web-based management system by using a browser (such as
IE and Google Chrome) to manage Access Points (APS).

Web-based management involves the Web server and Web client. The Web server is integrated in a device and is used to
receive and process requests from the client, and return processing results to the client. The Web client is usually a Web

browser, such as IE and Google Chrome.

&) Currently, this document is applicable only to ACs and WLAN-AC cards.

1.2Applications

Application Description
Managing Devices by Using the Administrators can access devices from browsers to configure and manage the

Web-based Management System devices by using the Web-based management system.

1.2.1 Managing Devices by Using the Web-based Management System

Scenario

As shown in Figure 1-1, administrators can access devices from browsers to configure the devices by using the Web-based

management system.

Figure 1-2 Application Topology

Request by ATAX

| Web Service

Administrator Eevice data

&

Device

Remarks = The Web-based management system integrates various device commands. It sends a request command to a
device via Asynchronous JavaScript And XML (AJAX) and the device returns relevant data according to the

command. The Web service on the device can process basic Hypertext Transfer Protocol (HTTP) requests.

Deployment

N Configuration Environment Requirements
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Client requirements:

An administrator can log in to the Web-based management page of a device by using the Web browser on the Web
client, to manage the device. The client usually refers to a PC or some other mobile STAs such as laptops or iPads.
Mobile phone clients are not supported.

IE9.0, IE10.0, IE11.0, Google Chrome, and some IE kernel-based browsers (such as 360 browser) are supported.

Exceptions such as garble or format error may occur if an unsupported browser is used.

It is recommended to set the resolution to 1280 x 1024, 1920 x 1080, or 1440 x 960. If other resolutions are used, the

page font and format may not be aligned, the Ul is unaesthetic, or other exceptions may occur.

Server requirements:

A

The Web service needs to be enabled on an AC.
Login authentication information for Web-based management needs to be configured on the AC.

A management IP address needs to be configured on the AC.

Default Configurations

The following tables list the default configurations of the Web-based management system.

Feature Default Value

Web service The Web service is enabled by default.
Device IP address 192.168.110.1

Default Username/Password Permission Description

admin/admin Super administrator with all permissions

) The default username is displayed in output of the show running-config command only after its default password is

changed.

After the Web service is enabled and the IP address is configured correctly (the IP address is reachable), you can enter the

IP address in the http://ip format in the browser such as http://192.168.110.1 and press Enter. A page shown in the figure

below is displayed.
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S Contro[léer

I,Comm ’@I

]
-m‘.

2. Please enter the username

\ (3 Please enter the password ‘

Forgot your password? Simplified Chinese »

Official Website | Online Service | Service Portal | Service Mail | Cookbaok Download
IE9/10/11, Google Chrome, and Firefox browsers are recommended ©2000-2018 Ruijie Network

Enter the username and password and click Login. The following table provides the default username and password.

Default Permission Description
Username/Password
admin/admin Super administrator with all permissions

The name of the wireless product is displayed on the login page. Click Forgot your password? to display the prompt for
retrieving the password. Click the language switching button to switch the language of the current network management
system. Only Chinese and English are supported currently.

1.3Configuration

1.3.1 Configuration Wizard

The configuration wizard is generally used in the initial deployment of devices and enables fast configuration for common
scenarios. Not all scenarios are supported by the configuration wizard.

1. When detecting no config.txt file on the current device, the Web-based management system displays the configuration
wizard to guide device configuration by default. Click the Config Wizard link in the upper right corner of the home page.
The Config Wizard page pops up.

2. Only one or two WLANSs can be configured via the current configuration wizard, to build a WLAN or WLANS to transmit
WiFi signals.

3. Configurations made via the configuration wizard will overwrite the configurations of the current device.

The configuration wizard involves four steps: basic AC configuration, AP access configuration, WiFi configuration, and
configuration preview.

Step 1: Configure AC
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Config Wizard X
@ Configure AC

MGMT VLAN * 1 )

IP Address * 192.168.23.157

Submask * 255.255.255.0

Default Gateway * 192.168.23.1 @

Uplink Interface GigabitEthernet 0/6 v | @

System Charset * UTF-8 v | Please set the same charset as the termianl software (e.q. SecureCRT).
Country Code US{United States) v

Time Zone UTC+8(Beijing, CCT) ~

Date 2018-09-20 11:06

Country Code, Time Zone, and Date are supported only in the English edition.

Manage VLAN

Indicates the VLAN used by the AC to communicate with the external network, that is, VLAN used for Web access.
IP Address

Indicates the IP address used by the AC to communicate with the external network, that is, IP address used for Web access.
It is the tunnel address by default and the communication address used for establishing a tunnel between the AC and an AP.

Submask

Indicates the IP address mask used by the AC to communicate with the external network.

Default Gateway

Indicates the egress gateway and is used to deliver the following default route: ip route 0.0.0.0 0.0.0.0 + gateway.
Uplink Interface

An uplink interface is used by the AC to communicate with an external device. A selected uplink interface can be configured

to work in trunk mode.
System Charset

System Charser is set to UTF-8 by default. If a user needs to view or configure the system by using other terminal tools, it is
recommended to set System Charaset to UTF-8. Otherwise, code mixing may be incurred, resulting in the page

configuration failure or garble.

Step 2: Configure AP



Configuration Guide Web-Based Configuration

® Determine the VLAN to which an AP belongs. The VLAN of the AP is consistent with the management VLAN by default.

@ Configure AC -————eeeeve- Configure AP % Configure WiFi =a Preview Config v

AP is in VLAN * | 1

Interface Address  192.168.23.157 @

Submask 255.255.255.0

AP Address Pool on & AC @ Other Device

AC Tunnel Address | 192.168.23.157 l®

*

R
| Previous ) Next
M A

® Determine the location of the AP address pool.

If AP Address Pool on is set to Other Device, perform related DHCP configuration on the corresponding device after

completing the fast configuration.
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Config Wizard »

ﬂ Configure AT oeeeeeeeee @ Configure AP = Configure WiFi 0y Preview Config v

AP s in VLAM # | 1

Interface Address | 192.168.23.157 @
Submask 255,255 255 0

AP Address Pool on O AC m Other Device

AC Tunnel Address | 192,168.23.157 @

&

If AP Address Pool on is set to AC, set Address Pool Network and Submask. DNS is set to 114.114.114.114 in the
Chinese edition and 8.8.8.8 in the English edition by default.

Config Wizard

@ Configure AC oo Configure AP = Configure WiFi Za Preview Config v

AP is in VLAN * |1 |

Interface Address | 192.168.23.157 @]
Submask 255.255.255.0

AP Address Pool on ® AC ) Other Device

' Address Pool | 192.168.23.0 |
Network * ' .
Submask * | 255.255.255.0 |

Pool Gateway * | 192.168.23.157 |

DNS * | 88.88 |

Option138 * | 192.16823.157 |
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Step 3: Configure WiFi

®  WiFi configuration

Config Wizard i
o Configure AC s o Configure AP e Configure WiFi v
Dual Radio Into @j‘
One
SSID * | EWEB_WiFi |

Encryption Type |Open WPA/WPA2-PSK |

WiFi Password | Please enter 8-63 characters | @

Forwarding Mode @ Centralized Forwarding O Local Forwarding

STAisinVLAN * | 1 |

Interface Address  192.168.23.157 @
Submask 255.255.255.0
STA Address Pool ) AC ® Other Device

Dual Radio Into One

Dual Radio Into One is set to ON by default and indicates that one WiFi network is configured, which transmits both 2.4 GHz

and 5 GHz signals.

If Dual Radio Into One is set to OFF, it indicates that two WiFi networks are configured, with one transmitting 2.4 GHz

signals and the other transmitting 5 GHz signals.
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& Configure AC -

------ @ Configure AP ..

Dual Radio Into @
One
2.4G WiFi

SSID *

Encryption Type

WiFi Password

| EWEB_WIFi 24G

- @ Configure WiFi

| Open | WPA/WPA2-PSK

| Please enter 8-63 characters

]

Web-Based Configuration

5G WiFi
SSID *

Encryption Type

WiFi Password

Encryption Type

| EWEB_WIFi 56

| Open | WPA/WPA2-PSK

| Please enter 8-63 characters

( Previous ) m

Open: No password is needed for associating a STA with a WiFi network. No encryption mode is configured.

WPA/WPA2-PSK (universal edition): shared key-based WPA mode, enabling high security and easy configuration. This

mode is applicable to common home users and small-sized enterprises.

STA Address Pool

Users can select the location for deploying the STA address pool. STA Address Pool can be set to AC or Other Device. If it

is set to Other Device, confirm related configuration of the address pool on the corresponding device after completing the

fast configuration.
® More settings

Forwarding Mode

Centralized Forwarding: All data is transmitted to the AC for forwarding. Forwarding Mode is set to Centralized

Forwarding by default.

Local Forwarding: Data is directly sent out by the switch, which alleviates the load of the AC.

SA WiFi configuration in the configuration wizard is performed for the default AP group by default.

Step 4: Preview Config

Click Show Command to display CLI commands to be delivered, to ensure that the current configurations are correct.
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Config Wizard X
® Configure AC ——eoooeeeev @ Configure AP oceoeeeeee @ Configure WiFi -—oeoeeee @ Preview Config v
Show Commanc

Country Code CN(China)

Time Zone UTC+8(Beijing, CCT)

Date 2018-09-20 11:50

IP Address 192.168.23.157/255.255.255.0

MGMT VLAN 1

Default Gateway 192.168.23.1
Uplink Interface GigabitEthernet 0/8

System Charset UTF-8

Config Wizard x
& Configure AC - @ Configure AP & Configure WiFi - @ Preview Config A
vlan 1 Hide Command

exit

interface vian 1

ip address 192.168.23.157 255.255.255.0
exit

interface GigabitEthernet 0/5
switchport mode trunk

exit

ac-controller

capwap ctrl-ip 192.168.23.157

exit

ip route 0.0.0.0 0.0.0.0 192.168.23.1

no ip dhep pool sta-wlan1733

na ip dhep pool sta-vw1731

na ip dhop pool sta-v1732

service dhocp

ip dhcp pool EWEB-WIZARD-AP-POOL
network 192.168.23.0 255.255.255.0
default-router 192.168.23.157

Anc-carnvar AR AR M
——
l «—-p'e“uu‘ J m
\, 4

After confirming that the configurations are correct, click Complete to complete the configuration.
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After completing the configuration, confirm whether the current configurations need to be overwritten.

@ Please make sure that
parameters are correctly

configured.

Click OK. A page shown in the figure below is displayed. Click Diagnose to check whether the AC is reachable to the
external network or click AC Overview to access the home page of system monitoring.

(¥) Config wizard is
complete.
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1.3.2 Monitoring

1.3.21 AC

1.3.2.1.1 AC Overview

The AC Overview page displays basic information about the AC, such as the MAC address, device model, system running

time, version, and traffic tendency of AC interfaces. The AC interface information shows the latest information about all

managed APs, STA tendency chart, percentage of WiFi STAs, CPU usage tendency chart, and memory usage tendency

chart of the AC.

WS7880

Model:W57880

=
E SMN:MACC359567660
Location: AC_LOCATION
MAC Address: 001a.2c18.5dc2
Firmware Version: AC_RGOS 11.2(0)B1, Release(05181914)
Hardware Version: 1.00
Booted on/Uptime: 2018-06-20 11:41:46 / 2d 03 h 45 min 26 s
SysTime: 2018-08-22 15:27:11

Licenses: Total 128 / Used 0

| Kbps -

| Traffic Tendency .Te()/ﬂ M

® TX Traffic @ RX Traffic

1,200
1,000
800
600
400

200

i}

15:25:16 15:25:30 15:26:00 15:26:30 15:27:00
& 0.90 Last 300s | Last 1h | Last 72h = 26.5%
CPU Usage Memary Usage
| AP Status | AC Interface Info More
Interface Link Status MGMT Status Interface Info Description
Gio/1 Down Up YeWuKou =
. Gi0/2 Down Up YeWuKou I
Gi0/3 Down Up
APs:34 Gi0/4 Down Up
Gi0/5 Down Up
& Online:32 & Offline:62
Gi0/6 Down Up
| STA Summary | SSID Summary
® ruijie-7...
. @240 0356 69 ® rije-t..
/\ & Current STAs @ liyujing..
160 [ . ® riiie-i.
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The CPU usage tendency chart, memory usage tendency chart, STA tendency chart, and wireless STA percentage are

updated every 30 seconds.

The interface traffic tendency chart is updated every 5 seconds.

1.3.2.1.2 Virtual AC

The virtual AC function is implemented based on actual configuration. The virtual AC menu is displayed only when a device

is configured to work in virtual AC mode and the device convert mode virtual command is configured.

The Virtual AC page displays basic information about each current AC member in the virtual
AC.

Virtual AC ® oK

® Error
Domain ID:100(100) @'Save

AC-1 WORD Active AC-2 Standby

VSL Interface i VSL Interface
® Gi1/0/2 (ok) P ® Gi 2/0/2 (ok)

® Displaying information about members of the virtual AC

Virtual AC ® 0K

® Error
Domain ID:100(100) @'Save

AC-1 WORD | AC-2 Standby
W5L Interface i V5L Interface

® Gi1/0/2 (ok) . ® Gi 2/0/2 (ok)
Device ID: 1 MAC: oodogsz212ab | T
Role: Active SN: 1234942570020

"""""" Priority: 200 cPU: 6.60%
Status: oK Memory: 43%
Port: Gi 1/0/2(ck) Flash: 46%
APs: 1

£TA- n

® Displaying device configuration
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Virtual AC ® ok

® Error
Domain ID:100(100) @S-
device_id: 1 (mac: 00d0.f822.12ab)

AC-1 WORD fetive

device virtual domain 100

VSL Interface VSL Interface
E’h ® Gi1/0/2 (ok) P E’h ® Gi 2/0/2 (ok) ! device 1
device 1 priority 200

device 1 description WORD
!

port-member interface GigabitEthernet 0/2 copper

A ct oo ikl -

1.3.2.2 AP

1.3.2.2.1 AP List

The AP list displays basic information about APs associated with the current AC.

X Delete Offline AP | Search by AP Name '| | | | Reset | -
AP Name MAC Address IP Address Location Group Model Status Online STAs < Uptime Downtime
ap740-1 9¢65.ee00.7040 172.31.61.203 Default Offline 0d 27h 30min 42s
Show No.:| 1p v | Total Count:1 < First Pre I Next Last 1 | GO |

® Delete Offline AP

Click Delete Offline AP. In the displayed window, click OK. A deletion success prompt is displayed.

® Search

You can search for APs by the AP name, MAC address, IP address, location, status, work mode, or AP group.
® Reset

Click Reset to reset the search condition.

® Displaying more columns

[ 1]
Click ®+ | In the displayed window, select columns to be displayed in the AP list.

® Details

Click an AP name in the AP Name column. The system redirects to a new page, which displays AP details, as shown in the

figure below. Only details about online APs can be viewed.
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The details page displays basic AP information, CPU usage tendency, memory usage tendency, uplink and downlink traffic
tendency, and online STA tendency. If the log function is enabled, AP go-online/offline history records are displayed, as
shown in the figure below.

ap740-1 0 Os
IP: 172.31.61.203 CPU Usage Memaory Usage

STAs: 0
. . No data available
Speed(Kbps):  Downlink: 0. Uplink: 0
MAC Address:  9c55.ee00.7040
AP Group default

roptime: 0d 21h 35min Os

| RF Info | Channel Usage Summary Select Radio

Load (%) Moise ({dBm) Interference Channel Us

RF  MAC State Type
2 2 (%) (2 age(%) (2

No data available No data available

| Traffic Summary | 2.4/5G STAs

No data available No data available

| Online&Offline Log  Enable Logging: @ )

2018-06-22

AP is offline o 03:45:23
Cause: Echolnterval Expire. CPU: 0%. Memory: 28%. STAs:
0.1P: 172.31.61.203

RF Info

RF Info displays the radio ID, MAC address, status, radio type, load, interference, channel usage, and noise of the AP.
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Channel Usage Summary

Channel Usage Summary displays the channel usage tendency.
Traffic Summary

Traffic Summary displays traffic tendency of AP wired interfaces.
2.4G/5G STAs

2.4G/5G STAs displays the tendency of STAs associated with the AP.
Online&Offline Log

Online&Offline Log displays the history records of the AP, AP go-online/offline causes, memory usage and CPU usage of
the AP, and the number of STAs associated with the AP.

1.3.2.2.2 Virtual AP

®  Virtual AP

The virtual AP list displays basic information about virtual APs.

Note: An AP can be virtualized into multiple sub APs. Different virtual sub APs provides variant wireless services using different virtual templates. The APs contained

in the list are online virtual APs.
Search by AP Name ¥ m ‘ Reset |

AP Name AP Group IP MAC Type Action
0074.9c23.e2db Default 172.31.61.183 0074.9c23.e2db Virtual AP
107 () 1 ][co]
® Search

You can display information about the virtual AP by the AP name, IP address, MAC address, or AP type.
® Reset

Click Reset to reset the search condition.

® Details

Click Details in the list to display details about the virtual AP.
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0074.9c23.e2dbDetails X

Template Name ACIP WLAN Capacity Client Capacity Uplink PortID Virtual AP ID Active WLANs STA Limit Status Actiy
. . Singl
apVirtual 172.31.193.45 30 200 Default 1 16 200 Active Appl

<« '

Show No.: Total Count:1 K First < Pre @ Next > Last 2 E]

1.3.23 STA

1.3.2.3.1 STA Overview

STA Overview displays STA statistics from various dimensions.

| STA Summary | Speed-based STA Summary
®24G 356G 1 .
1 1
® Current STAs
08
1 06
* Peak STAs
04
1 02
) Time # Cumulative STAs
01:58 06:00 12:00 18:00 00:00 o Mbps
06-22 06-22 06-22 06-22 06-23 0 6 12 24 36 54 108 450 MAX
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SSID Summary

® RULIE ¢

® EWEB_WiF

STA Summary

| RSSI Distribution

® High/rssi= 70
® Medivm({-80<rssi<=-70)

® Low(rssi<=-80

Web-Based Configuration

| Uptime-based STA Summary

The STA Summary tendency chart displays the tendencies of 2.4 GHz and 5 GHz WiFi STAs.

Current STAs: Displays the number of current online STAs.

Peak STAs: Displays the maximum number of online STAs within 24 hours.

Cumulative STAs: Displays the cumulative number of online STAs within 24 hours (counted once for a user that logs in

repeatedly).

Speed-based STA Summary

Speed-based STA Summary collects statistics of STAs in a bar chart based on the speeds negotiated for STAs in a bar

chart. After you click the bar chart, the system redirects to user information.

SSID Summary

SSID Summary displays the percentage of STAs associated with WiFi networks. After you click the pie chart, the system

redirects to the STA list.

Uptime-based STA Summary

Uptime-based STA Summary collects statistics of STAs based on online duration. After you click the bar chart, the system

redirects to the STA list.

The charts above are updated once every 30 seconds.

1.3.2.3.2 STAList

The STA list displays basic information about online STAs.

Note: If you want to remove any user from the blacklist or whitelist, please go to Black/White Lists

[ Blacklist 3 Whitelist

[m] MAC Address Username AP Name
(3] 3063.6ba0.2b56 XL_test_05 -56
Sho ‘u::\?ﬁ:'r— Count:1

10.00 10.00

Search by MAC Address ¥ ‘ |

“ Reset| L

RSSI{dBm) IPv4  IPv4 Speed(kbps) Speed(Mbps)

11

1-17
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® Search

You can search for required STAs by the AP name, MAC address, username, IP address, speed, uptime, RSSI, or SSID.
® Reset

Click Reset to reset the search condition.

® Displaying more columns

w

1]
Click ®+ . In the displayed window, select columns to be displayed in the STA list.

®  Blacklist

Select an entry in the STA list, and click Blacklist to blacklist a STA.
®  Whitelist

Select an entry in the STA list, and click Whitelist to whitelist a STA.
® Details

Click an entry in the MAC Address column in the STA list to display the STA details, as shown in the figure

below.
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o 9cf4.8e86.3a8¢c

oS Ip: STA is up for 1 minute(s).

0 0 0

Rx Speed(kbps) Tx Speed(kbps)  RSSI{dBm)

MAC Address: 9cf4.8286.3a8c

STA WiFi AP AC
SSID: — — —
0 N D
Associated 0 El o (=) - { £ |- { |
. Topology: N4 =/ Nt
Association 9cf4.8eB86.3a8c utstarcom
Mode:
MSG1200
Auth Mode:
Client Type:
| Speed Tendency

No data available

| Online&Offline Log  Enate Logging @

2018-06-23

STA DOWN BY APMG L ] s
Result: Mo data available. Cause: WLAM Unassoc. [P
Address: 172.31.61.36. RSSI: Strong(-32dBm). Connection
Rate: 173Mbps. AP MAC: 001b.daa4.816f, SSID: RUINE

test
(
w4 STAs Reassociate
Result: SUCCESS. Cause: Mo data available. IP Address:
172.31.61.36. RS51: Strong{-32dBm). Connection Rate:
173Mbps. AP MAC: 001 b.daad.816f, S510: RULIE test
STA UP BY APMG ® s

Result: SUCCESS. Cause: Mo data available. IP Address:
Mo data avallable. R5S1: Mo data avallable. Connection
Rate: OMbps. AP MAC: 001b.daad,8167. S510: RULIE test

Basic information

Basic information about a STA includes the MAC address, associated WiFi SSID, associated AP, authentication mode, and
client type of the STA.

Topology
The topology displays the associated WiFi network, AP, and AC of the STA.
Speed Tendency

Speed Tendency displays the tendency of the STA speed.
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Online&Offline Log

Online&Offline Log displays the STA go-online/offline history records.

1.3.2.3.3 STA List of a Branch AC

The STA list displays basic information about online STAs associated with APs connected to a branch AC.

Note: This function is available only in the central AC.

Search by MAC Address v H ‘ -

(] MAC Address  Username AP Name Radio VLAN IPv4 IPv6 SSID Association Mode Auth Mode Upon Uptime

(] Scf8.aled.d7aa XL test 04 2 1 192.168.1.11 5G WAP2-PSK OPEN 2018-09-20 11:00:00  65min

Show No.:[ 10 v | Total Count0 First Pre Next Last \IHGO|
® Search

You can display information about STAs associated with APs connected to a branch AC by the MAC address, AP name, user

name, or IP address.
® Reset
Click Reset to reset the search condition.

® Displaying more columns

[ 1]
Click ®+ | In the displayed window, select columns to be displayed in the STA list.

1.3.2.3.4 Backup STA List

The backup STA list displays basic information about online STAs backed up from the master AC in AC hot backup

scenarios.

SA This function is available only in AC hot backup scenarios.

Search by MAC Address ¥ H ‘@ nT

(m] MAC Address Username AP Name Radio VLAN [Pv4 IPvé SSID Association Mode Auth Mode Upon Uptime

(=] 5cf8.aled.d7aa XL test 04 2 1 192.168.1.11 @chu_test WAP2-PSK OPEN f?l}%ﬁgz’zo 65min

Show No:[_10_v] Total Count:0 Fist < Pre Next > Last [ 1 ][GO]
® Search

You can query the backup STA list by the MAC address, IP address, authentication mode, or AP name.
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® Reset
Click Reset to reset the search condition.

® Displaying more columns

[
Click ®+ _In the displayed window, select columns to be displayed in the backup STA list, as shown in the figure below.

Search by MAC Address ¥ H ‘Wm M

(¢ MAC Address
(] MAC Address Username AP Name Radio VLAN IPv4 IPv6 SSID Association Mode Auth Mode Upol

2018: @ Username

O  5cfBaleddraa XL test 04 2 1 192.168.1.11 @chu_test WAP2-PSK OPEN 11:00

Show No.:[ 10 v | Total Count:0 < First Pre Next & AP Name

|# Radio
(¥ VLAN

@ 1Pva

1.3.2.3.5 Roaming Information List

The roaming information list displays the statuses of STAs roaming in an AC, as shown in the figure below.

STA MAC 1Pvd IPv6 WLAN Roaming Type Pre-roaming VLAN After-roaming VLAN
520c.123a1870 1 Roam in this AC 1104 1103
520c.123a187a 1 Roam in this AC 1104 1103
520c.123b.2a17 1 Roam in this AC 1103 1104
520c.123b.2ald 1 Roam in this AC 1103 1104
520c.123b.2b17 1 Roam in this AC 1103 1104
520c.123b.ae12 1 Roam in this AC 1103 1104
520¢c.123bael 1 Roam in this AL 1104 1103
520¢c.123b.ael4 1 Roam in this AC 1104 1103
520c.123b.ae16 i Roam in this AC 1104 1103
520c.123bael? 1 Roam in this AC 1103 1104

1.3.2.4 DHCP

DHCP monitoring is performed from two dimensions: DHCP server status and DHCP client list.

1.3.2.4.1 DHCP Client List

The DHCP client list displays addresses allocated by the DHCP server on an AC to STAs.
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(m] P MAC Lease Time

o 138.0.0.79 5a18.2200.0056 0 Day(s) 4 hour(s) 33 minute(s)
@ 138.0.041 5a18.2200.002f 0 Day(s) 4 hour(s) 33 minute(s)
o 138.0.0.83 5a18.2200.0058 0 Day(s) 4 hour(s) 33 minute(s)
[m] 138.0.0.175 5a18.2200.00c3 0 Day(s) 4 hour(s) 33 minute(s)
[m] 138.0.0.129 5a18.2200.0092 0 Day(s) 4 hour(s) 33 minute(s)
[m] 138.0.0.146 5a18.2200.00a3 0 Day(s) 4 hour(s) 33 minute(s)
[m] 138.0.0.117 5a18.2200.0087 0 Day(s) 4 hour(s) 33 minute(s)
[m] 138.0.0.35 5a18.2200.0025 0 Day(s) 4 hour(s) 33 minute(s)
[m] 138.0.0.85 5a18.2200.005a 0 Day(s) 4 hour(s) 33 minute(s)
(m] 138.0.0.121 5a18.2200.008a 0 Day(s) 4 hour(s) 33 minute(s)

Show No.:| 10 v | Total Count147

1.3.2.4.2 DHCP Server Status

Web-Based Configuration

IP-based

Allocation Type

Dynamic Allocation
Dynamic Allocation
Dynamic Allocation
Dynamic Allocation
Dynamic Allocation
Dynamic Allocation
Dynamic Allocation
Dynamic Allocation
Dynamic Allocation

Dynamic Allocation

K First

< Pre ":i:'

2 3 Next> lastd [ 1 )[c0]

The DHCP server status function displays the status of the DHCP server and the address pool usage.

DHCP Server Status: @ On £ Config DHCP

| IPv4 DHCP
Name Usage IP Address Range
ap pool 0.00% (0/253) 192.168.7.0/255.255.255.0
sta_pool 0.00% (0/253) 192.168.10.0/255.255.255.0
afad 0.00% ( 0/ 254 ) 6.6.6.0/255.255.255.0
Show No.: |Z| Total Count:3

| IPv6 DHCP
Name IP Address Range

No Data Found

1.3.3 Configuration

Name: —|
Lease Time DNS Default Gateway
1 Day(s) 192.168.7.1
1 Day(s) 192.168.58.110 192.168.10.1
8 hour(s) 6.6.6.1
K First < Pre '\l:' Next Last > III |§|

Lease Time

Name:

|

DNS

You can choose the level-1 menu Configuration to access the following level-2 menus: WLAN, AC, AP, Network, Security,

Auth, Optimization, Solution, and Advanced.

1-22



Configuration Guide Web-Based Configuration

1.3.3.1 WLAN

1.3.3.1.1 WiFi/WLAN Adding

WLANSs aim to enable wireless STAs to access an AP via WiFi for Internet access. A maximum of 4094 WLANs can be

configured (the quantity depends on the actual capacity of the device) and WLANSs can be deleted.

The figure below shows the page for adding a WLAN.

Note: [t is recommended to configure English 55IDs.
Speed limit: refers to the current speed limit for each user under the WLAN. (3)

-+ Add WiFi/WLAN X Delete Selected WiFi/WLAN

()] WLAN ID SsSID Associated AP Group Associated STAs Forwarding Mode Action
S EWEB WiFi  Default @ 0 Central Forwarding 3 [ rate imit ] [ Detail |

(] 2 RULJIE test Default & 0 Central Forwarding Edit

| Rate Limit | | Detail|

Show No. [ 10 v | Total Count:2 < First Pre (1) Next Last |1 | GO |

® Adding a WLAN
Click Add WiFi/WLAN to add a WLAN, as shown in the figure below.
WIFi/WLAN Configuration
WLAM ID: | 3 ‘
55100 | Eweb GF443
Encryption Type: | WPA/WPA2-PSKE v
PPSK: O Enable 5

WiFi Password: | ewebwifi o Show Password

Encryption Type
Open: No password is needed for associating with a STA with a WiFi network. No encryption mode is configured.

WPA/WPA2-PSK (universal edition): shared key-based WPA mode, enabling high security and easy configuration. This
mode is applicable to common home users and small-sized enterprises. WPA/WPA2-802.1x (professional edition): WPA or

WPA2 security mode in which a RADIUS server is used for identity authentication and key acquisition. This mode is not
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recommended for common users because a dedicated authentication server needs to be deployed, which is costly and

incurs complex maintenance.
Advanced Settings
Packet Forwarding

Centralized Forwarding: All data is transmitted to the AC for forwarding. Packet Forwarding is set to Centralized
Forwarding by default.

Local Forwarding: Data is directly sent out by the switch, which alleviates the load of the AC.
SSID code

utf-8: Most clients support UTF-8 by default. Therefore, UTF-8 is recommended for the Web-based management system by

default and the SSID name of transmitted signals is encoded using UTF-8.

gbk: The network adapters of some clients and PCs support the GBK encoding mode.

The encoding mode is specified by users.

Hide SSID

Hide SSID is used to specify whether the WiFi SSID is visible. The WiFi SSID is visible by default.
Max STA Count

Max STA Count indicates the maximum number of associated STAs supported by the current WiFi network. It is not
configured by default, indicating that the number of associated STA connections is unlimited.

Network OFF Period

Network OFF Period is used to disable the WiFi network within the specified time period. Network OFF Period is disabled
by default.

It can be set as required in a specified scenario. For example, if the WiFi service does not need to be provided during classes,

perform configuration as shown in the figure below.

1-24



Configuration Guide Web-Based Configuration

WiFi/WLAN Configuration

SSID code: @ utf-8 ) gbk

Hide SSID: O

Max STA Count: | |

Network OFF Period: ‘ Weekday v

5G-prior Access:

Next

5G-prior Access

If the 5G-prior access function is enabled, STAs preferentially access a 5G network. The function is disabled by default.
The network access configuration of wireless STAs includes the following:

®  Allocation of STA IP addresses from the address pool

®  Mapping from a WiFi network to an AP group

Network Access Configuration

Associated AP Group (@ STAVLAN ID @) STA DHCP Service (2 Netwrok Type Support Radio (7 Action

Default v | | | v || 246a56 v v % +Ade

(]

Associated AP Group

Indicates the AP group whose APs can transmit signals only after the AP group is associated with the WiFi network. The

default AP group transmits signals by default. Click Associated AP Group to add a new AP group.
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STA VLAN ID

Indicates the VLAN to which a STA associated with this WiFi network belongs. Click STA VLAN ID to configure VLAN
information.

STA DHCP Service

Indicates the address pool used for allocating IP addresses to STAs associated with the WiFi network. The address pool can
be configured on the local device or other devices, and is configured on other devices by default. If the address pool is
configured on the local device, you need to click Add DHCP to add the DHCP service. Click STA DHCP Service to add an
address pool for STAs.

Network Type

Specifies the network type supported by this WiFi network. Both 2.4 GHz and 5 GHz networks are supported by default.
Support Radio

Specifies the radios supported by APs in the WiFi network. All radios are supported by default.

®  Batch deleting WLANs

Select WLANS to be deleted from the list, and click Delete Selected to delete information about the selected WLANS.

Note: It is recommended to configure English S51Ds.
Rate Limit: Refers to the current rate limit for each user under the WLAN. ()

+ Add WiFi/WLAN X Delete Selected

1 WLANID SSID Associated AP Group Associated STAs Forwarding Mode Action

g 1 SCN-1x Default @ 0 Central Forwarding B3 | rotc Limit | [ Details |

] 2 Test Default [@ 0 Local Forwarding ﬁ ‘ Rate Limit | | Details ‘

[m] 3 XL test XL test [@ 1 Central Forwarding m ‘ Rate Limit | | Details ‘

@ 4 Eweb 12394 Default @ 0 Central Forwarding &3 | Rotc Limit | [ Details |

o 5 XL test 1 XL test [@ 0 Central Forwarding E ‘ Rate Limit | | Details ‘
0 (M 1

® Displaying an associated AP group

Click E in the Associated AP Group column to display and delete APs in this AP group.
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Note: It is recommended to configure English SSIDs.
Rate Limit: Refers to the current rate limit for each user under the WLAN. (3)

=+ Add WiFi/WLAN X Delete Selected

[ WLANID SSID Associated AP Group Associated STAs Forwarding Mode Action

] 1 SCN-Tx Default [ 0 Central Forwarding

O 2 Test Default [ 0 Local Forwarding

@ 3 XL _test XL _test @ 1 Central Forwarding

] 4 Eweb 12394 Default [ 0 Central Forwarding

[m] 5 XL _test_1 XL_test [@ 0 Central Forwarding m
Show \:‘:|E| Total Count5 K First Pre 'fi.:' Next Last 2 ‘I|

®  Editing a WLAN

Click Edit in the Action column. The displayed window shows information about the WLAN. Edit information such as adding

a description about the WiFi network, and click Finish. A setting success prompt is displayed.

Nete: It is recommended to configure English S51Ds.
Rate Limit: Refers to the current rate limit for each user under the WLAN. (3)

+ Add WiFi/WLAN X Delete Selected

[ WLANID SSID Associated AP Group Associated STAs Forwarding Mode Action

g 1 SCN-1x Default @ 0 Central Forwarding [ it |

] 2 Test Default [@ 0 Local Forwarding

[} 3 XL test XL test [@ 1 Central Forwarding

] 4 Eweb_12394 Default [ 0 Central Forwarding

o 5 XL test 1 XL test [@ 0 Central Forwarding
Show \:‘:|E| Total Count:s < First Pre 'i' Next Last » ‘Il

The parameters for editing a WLAN are the same as those for adding a WLAN and are not described again.

® Rate Limit

Click Rate Limit in the Action column. A window for configuring the WLAN rate limit is displayed. Modify the related value

and click Save. A setting success prompt is displayed.
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Note: It is recommended to configure English SSIDs.
Rate Limit: Refers to the current rate limit for each user under the WLAN. (3)

=+ Add WiFi/WLAN X Delete Selected

[ WLANID SSID Associated AP Group Associated STAs Forwarding Mode Action

g 1 SCN-1x Default @ 0 Central Forwarding [ Rate Limit | | Details |

O 2 Test Default [ 0 Local Forwarding m ‘ Rate Limit | | Details

@ 3 XL _test XL _test @ 1 Central Forwarding ‘ Rate Limit | | Details ‘

g 4 Eweb 12394 Default (@ 0 Central Forwarding IEZ3 | rate umit ] [ Detais |
[m] 5 XL _test_1 XL_test [@ 0 Central Forwarding m ‘ Rate Limit | | Details ‘
Show \:‘:|E| Total Count5 K First Pre 'fi.:' Next Last > ‘I|

®  Detall

Click Details in the Action column. Details about the WLAN are displayed.

Note: It is recommended to configure English SSIDs.
Rate Limit: Refers to the current rate limit for each user under the WLAN. (3)

+ Add WiFi/WLAN X Delete Selected
1 WLANID SSID Associated AP Group Associated STAs Forwarding Mode Action
@ 1 X 45test0l  XLE 1 Central Forwarding ( Rate Limit | [ Details |
@ 2 Eweb_81EC2 Default @ 0 Central Forwarding | Rate Limit | | Details |
Test Details X
b
STAVLAN ID: 1 Max STA Count: 1
t Encryption Type: Open Broadcast SSID: Yes
1
SSID code: utf-8 SG-prior Access: Off
t

Network OFF Period: Never

1.3.3.1.2 PPSK Management

Administrators can set Internet access accounts on the PPSK page. PPSK supports a maximum of 1500 keys. Multiple keys
can be generated for one username. One unique key is automatically allocated to only one username. The number of keys of

one user is unlimited.

To enable the PPSK management function, set Encryption Type to WPA/WPA2-PSK for one WLAN and enable PPSK on
the page of adding a WLAN. PPSK can be enabled for only one WLAN ID.

1-28



Configuration Guide Web-Based Configuration

The figure below shows the PPSK account management page.

Note: Each STA has a unique WiFi key and up to 1,500 STAs are allowed. Please retrieve the WiFi key not in use to avoid limit violation.
. The STA will be bound with the WiFi key after passing PPSK authentication. If you want to change the key, please delete the user first.

4+ Add User X Delete Selected £ Restore User 22 Backup User Batch Add User 1, Fxport Key

Username ] [ STA MAC ]

(] Username Created on WiFi Key STA MAC Action

] admin’ 6/22/2018 23:35:11 h4b4h8bq Null

(] admin1 7/1/2017 01:04:29 Md8Q2BwAhhUZZ Null

Show No.: Total Count:2 I First < Pre @ Next > Last 2

WiFi Key: Indicates the password generated by the device when a user is added. WiFi keys are not duplicated. Ensure that

each device has a key.
STA MAC: Indicates the MAC address of a STA that logs in with this account.
® Adding a user

Enter a username to add a user. One username can be added multiple times. One unique key is generated each time a
username is added.

Add User

Username [

Cancel Save

® Deleting a user

Select users to be deleted and click Delete Selected to batch delete users. Click Delete in the Action column to delete a
single user.

® Restoring data

Click Restore User. In the displayed window, import a backup file to restore data.
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Restore User

| Note: If you want to replace the device, please export the users from the old device and import them to the new

| device.

| It takes some time to calculate the keys ( 3min for 1500 STAs). During this period, STAs may fail to access the WiFi
| network.

® Backing up data

Click Backup User. In the displayed window, click OK to download data to the local PC. Exported data can be imported into
other devices.

® Are you sure you want to backup
2 users(the backed up WiFi key
will be processed with Hash

algorithm)?

®  Batch importing data

Click Batch Add User. In the displayed Batch Add User window, click Download Template to download a template, edit
and modify the template and add users. Then, select the batch adding mode to import user data to the device.
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Batch Add User

Note: You can select either Overwrite or Append mode to add users. Template: user_template.csv Download
. Template The username cannot contain spaces or question marks(?).

It takes some time to calculate the keys { 3min for 1500 STAs). During this period, STAs may fail to access the
| WiFi network.

Select Mode: ) Overwrite
The available keys will be cleared and each imported user will get a new
key.
@® Append
The available keys will be preserved and each imported user will get a

new key.

®  Exporting a key

Click Export Key. In the displayed prompt box, click OK to export data.

@ Are you sure you want to export

2 users?

Note: The PPSK configuration function is available only on PPSK-supported devices. PPSK can be enabled for a WLAN ID
only when a WiFi/WLAN is added/edited. Choose WLAN > Add WiFi/WLAN, click Add WiFi/WLAN, and set Encryption
Type to WPA/WPA2-PSK. The PPSK check box is displayed. Select Enable, and click Next to save the configuration to
enable PPSK for the WLAN ID. PPSK can be enabled for only one WLAN ID, as shown in the figure below.

®  Applying PPSK
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WiFi/WLAN Configuration

WLAN I [ 3 ] * RavgeiT- 2048

SSID: | Eweb 67443 |

Encryption Type: | WPAWPA2-PSK v] @

PPSK: @ Enable Security user manage: =

WiFi Fasmﬂ:[ ewabwifi ]E Show Password

"""""""""""""""""" # Advanced Settings

Note: PPSK can be applied to only one WLAN ID. Therefore, when a WLAN ID is added/edited, if PPSK is already enabled
for an existing WLAN ID and needs to be applied to the newly added WLAN ID, a prompt shown in the figure below is
displayed.

@ PPSK is already enabled on

WLAN 2. Continuing the
operation will disable PPSK for
WLAN 2, forcing its users offline.
Do you want to continue?

CanCBI m

1332 AC

1.3.3.2.1 AC Hot Backup/Cluster

The AC hot backup/cluster function is provided on the AC hot backup/cluster page. The AC hot backup/cluster page contains
the Hot Backup and Cluster tab pages.

N Hot Backup
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In the fit AP architecture, the AP needs to establish a Control And Provisioning of Wireless Access Points (CAPWAP) tunnel
with an AC for normal operation. The hot backup function implements CAPWAP tunnel switching within milliseconds when
the AC is unreachable (faulty). STAs can rapidly switch to the standby AC to ensure that services of associated STAs are not

interrupted, thereby ensuring the availability and stability of STAs.
® Adding a hot backup

On the Hot Backup tab page, click Add Hot Backup. The Add Hot Backup dialog box is displayed, and you can configure
Hot Backup Name, Tunnel IP of Peer AC, Work Mode, Service ID, and other information, as shown in the figures below.

Hot Backup Cluster

MNote: The backup function provides millisecond-level CAPWAP tunnel switchover for AC-connected APs when the AC is unreachable (faulty), so as to ensure to the utmost extent that

services of associated STAs are not interrupted.

-+ Add Hot Backup X Delete Selected Search by Peer Tunnel IP: | | Reset |
O Hot Backup Name Tunnel IP of Peer AC Enable/Disable Device Status Config Mode Work Mode Action
] 12 6.6.6.7 Enable Error Hot Backup Mode - |E
Show No.: |E| Total Count:1 < First < Pre I:I:I Next Last > |I| |E|
Loh
Add Hot Backup X
Hot Backup Name: ‘ | :

Interface address of backup AC.

Tunnel IP of Peer AC:

| *

Local IP: ‘ | (@ [Interface Info]
Backup: @ Enable i the hot backup capacity excesds the limit. the device cannot be enabled with hot backup
Work MDCIE:‘ Hot Backup Mode '| @

Service ID: » New|

AP Group: w |* [AP Settings] -

(o | I

Hot Backup Name
Indicates the identifier, description, or alias of the hot backup.

Tunnel IP of Peer AC
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Indicates the CAPWAP IP address of the peer hot backup AC. It is used by the AC to establish a tunnel with the AP. Normally,

the IP address of the loopback 0 interface is used as the tunnel IP address.
Local IP

When the peer device or local device does not use the loopback 0 interface to perform communication, Local IP needs to be

configured.

Local IP is generally set to the interface IP address on the device. You can click Interface Info to display the interface IP

address.
Backup

Indicates whether to enable hot backup. When the number of hot backups exceeds the limit, hot backup cannot be enabled

on the device.

Work Mode

When a normal common AC is used, the work mode can be set to the normal mode or fast switching mode.
When a central AC and branch ACs are configured, the work mode can be set to the normal mode or cold mode.
Description of the work modes:

Normal mode: This mode is applied in actual application scenarios, in which stable running is required to prevent hot backup

oscillation. This mode is recommended in normal cases.

Fast switching mode: This mode is mainly applied in scenarios with very high switching performance requirements. Frequent

hot backup switching may be incurred in this mode.

Cold mode: This mode is applied in hierarchical AC scenarios.
Service ID

A service ID is the context ID and is mandatory.

AP Group

The AP groups on the master and slave hot backup devices must be consistent. Click AP Settings to redirect to a page for

adding an AP group for the current device.
Advanced Settings

Advanced settings are not supported in the VAC scenario and hierarchical AC scenario (with the central AC and branch
ACs).

Only common ACs support advanced settings.
VRRP

The VRRP group on the master and slave hot backup devices must be consistent. Click VRRP to redirect to a page for

adding VRRP to the current device.
DHCP

The DHCP configurations on the master and slave hot backup devices must be consistent. Click DHCP to redirect to a page
for adding DHCP to the current device.
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Priority
Indicates the hot backup priority, which can be set to high, medium, or low.

® Batch deleting hot backups
Select entries to be deleted from the list, and click Delete Selected to batch delete hot backup information.

Hot Backup Cluster

Note: The backup function provides millisecond-level CAPWAP tunnel switchover for AC-connected APs when the AC is unreachable {faulty), so as to ensure to the utmost extent that

Search by Peer Tunnel IP: | | Reset |

Work Mode Service ID  Action

services of associated STAs are not interrupted.

+ Add Hot Backup X Delete Selected

Enable/Disable Device Status Config Mode

Hot Backup Mode - 1 | Delete |

KFist <Pre (1) Next> Last) [ 1][60]

()] Hot Backup Name  Tunnel IP of Peer AC

(] 16.254.254.37 16.254.254.37 Enable Error

Show No.:| 10 v | Total Count:1

® Deleting a hot backup

Click Delete in the Action column to delete information about a single hot backup.

Hot Backup Cluster

Note: The backup function provides millisecond-level CAPWAP tunnel switchover for AC-connected APs when the AC is unreachable (faulty), so as to ensure to the utmost extent that

Search by Peer Tunnel IP: | | Reset |

services of associated STAs are not interrupted.

+ Add Hot Backup X Delete Selected

@ Hot Backup Name  Tunnel IP of Peer AC  Enable/Disable Device Status Config Mode Work Mode  Service ID  Action
O 1625425437 16.254.254.37 Enable Error Hot Backup Mode - 1 ( Delete |

Show No.:{ 10 | Total Count:1 KFist <Pre (1) Next> Last) [ 1][60]

®  Editing a hot backup
Click Edit in the Action column in the list. In the displayed window, edit hot backup information.

Hot Backup Cluster

Note: The backup function provides millisecond-level CAPWAP tunnel switchover for AC-connected APs when the AC is unreachable (faulty), so as to ensure to the utmost extent that

Search by Peer Tunnel IP: | | Reset |

Work Mode Service ID  Action

services of associated STAs are not interrupted.

+ Add Hot Backup X Delete Selected

Tunnel IP of Peer AC  Enable/Disable Device Status Config Mode

Error Hot Backup Mode - 1 | Delete |

KFist <Pre (1) Next> Last) [ 1][60]

()] Hot Backup Name

(] 16.254.254.37 16.254.254.37 Enable

Show No.:| 10 v | Total Count:1
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The parameters for editing a hot backup are the same as those for adding a hot backup and are not described again.

N Cluster

AC cluster is used to specify multiple ACs for an AP. When the connection between an AP and an AC is unreachable, the AP
can associate with the backup AC. The AC cluster enhances WLAN reliability so that an AP associated with an AC can still

provide services even if the AC is faulty. See the figure below.
Hot Backup Cluster

Note: An AC cluster contains ACs with different poriorities.When the AC with high priority fails, APs will be connected to the AC with low priority,increasing realiability and facilitating

management.

Tunnel IP; 172.31.61.191

Primary AC: IPv4 | s |
Secondary AC: IPv4 | | IPvG | |
Tertiary AC: |P\’4| Tunnel IPv4 | IPv6 | Tunnel IPvé |

Save

Configure an IPv4 or IPv6 address of an AC that serves as the backup AC. A maximum of three ACs can be configured.

1.3.3.2.2 Hierarchical AC

The hierarchical AC function mainly displays details about the hierarchical ACs.

Note: Please take the following steps to complete configurations: 1. Configure the headquarter AC or branch AC on this page. 2. Configure hot backup on the AC = AC Hot
Backup/Cluster = AC Hot Backup Page. The current mode Headquarter AC

The device mode turns into | Headquarter AC ¥ |

Search by AC Name v || |m

AC Name IP Address MAC Address Model Firmware Status - Time Action
63.254.254.38 63.254.254 38 £669.561f.1292 WS6512  AC RGOS 11.9(0)B7, Release(05182703) Online 67 minute(s)
Show No.:[ 10 v | Total Count:1 K First < Pre ':1 ) Next Last II\ | Go |

o Based on device indicators, only some devices can serve as master ACs, some ACs can serve only as branch ACs, and
some ACs that do not support the hierarchical AC function serve only as common ACs.

® Search
You can search for required hierarchical ACs by the AC name, IP address, MAC address, model, or online status.
® Reset

Click Reset to reset the search condition.
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® Details

In the Action column in the list, click Details to display details about the AC, as shown in the figure below.

63.254.254.38Details

Online Clients: 0 Memory: 37.4% assigned License: 0
Connected APs: 0 CPU: 0.9% backups License: 0

Unconnected APs: 1

1.3.3.2.3 Inter-AC Roaming Management

N  Roaming Group Management

The roaming scope of wireless STAs cannot be infinitely large in a WLAN. ACs in the moving scope of a STA can be added to
one roaming group, to allow the STA to roam between APs served by the ACs and control and manage the roaming scope of
the STA.

Roaming: When STAs are within the coverage of different APs, ACs in the same roaming group provide the perception-free
go-online/offline function for the STAs.

The figure below shows the roaming group management page.

Note: Wireless roaming is that when a wireless STA (e.q. a mobile phone) moves to a boundary coverage shared by two APs, the STA disconnects from the previously associated AP and associates with a
new AP without network interruption. Ruijie APs support wireless roaming by default. When two APs are managed by different ACs, it is necessary to create roam groups which exchange STA data for
seamless roaming.

Roam Group Name:
i dd
i Member ACs: 1

£ Edit X Delete

® Adding a roaming group
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In roaming group configuration, click to add a roaming group. Roam Group Name is mandatory and other

parameters are optional. Multiple member ACs can be selected. Click Save. A setting success prompt is displayed and the
roaming group is displayed in the roaming group list.

Add Roam Group

Roam Group Name: [ * Range: 1-63 bytes

Keepalive Interval: [ 10 ] Range: 1-30 seconds

Keepalive Retries: [ 4 ] Range: 2-30

Member AC: + Loopback IP

Cancel Save

®  Editing a roaming group

In a roaming group, click Edit. In the displayed Edit Roam Group dialog box, edit the roaming group, as shown in the figure
below.

Edit Roam Group

Roam Group Name: [ dd ] * Range: 1-63 bytes

Keepalive Interval: [ 10 ] Range: 1-30 seconds

Keepalive Retries: [ 4 ] Range: 2-30

Member AC: | 192.168.55.2 X | + Loopback IP

Cancel Save

® Deleting a roaming group

In a roaming group, click Delete to delete the roaming group, as shown in the figure below.

1-38



Configuration Guide Web-Based Configuration

Settings Info

Note:Wireless roaming is that when a wireless STA (e.g. a mobile phone) maves to a boundary coverage shared by two APs, the STA disconnects with the previously associated AP
and associates with a new AP without network interruption. Ruijie APs support wireless roaming by default. When two APs are managed by different ACs, it is necessary to create
roam groups which exchange STA data for seamless roaming.

Roam Group Name:
i hhhhhhhhhhhhhhbhbh
hhhhhhhhhhhhhhhkkk

+

£ Edit X Delete

) To ensure the efficiency and reliability of inter-AC information synchronization in a roaming group, the number of
members in a roaming group is limited. Each roaming group supports a maximum of 24 member ACs.

1.3.3.3 AP

1.3.3.3.1 AP Management

To provide services for STAs in a WLAN, an AP needs to establish a connection with an AC and be added to an AP group.
All new APs belong to the default AP group.

The figure below shows the AP Management page.

AP Management i-Share+ AP

Note: Traffic refers to the sum of LAN port traffic in the CAPWAP tunnel, including STA and AP traffic.

Speed limit: refers to the current AP under the speed limit for each user. (7)
Search by Group Name‘ ‘ Reset | AP Group Name: All AP Groups

| Change Group £0n & Off X Delete Offline AP @ More
apGroup  [USEIGET | 1mport |

: Search by AP Name '| | | |
-] O All AP Groups

23 % ) AP Name 1P MAC Location Status Online STAs Traffic (kbps) Mods
XL s X (] 00749c85.176a - 0074.9c85.176a Offline 0 loto
[ Default 4 [ 5869.6c7ab252 172.31.61.196 5869.6c7a.6252 Offline 0 1010
[] 5869.6c84.d2e5 - 5869.6c84.d2e5 Offline 0 010
O 5869.6c98.5eld - 5869.6¢98.5¢e1d Offline 0 1010
[ 58069.6ce9.100e - 5869.6ce9.100e Offline 0 loto
O XL test 04 172.31.61.195 5869.6cb9.7914 Offline 0 1010

® Adding an AP group

Click Add Group. In the displayed Add AP Group dialog box, enter the AP group name and other information to add an AP
group, as shown in the figure below.
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Add AP Group

AP Group Name: [

Member AP: [

Cancel Save

AP Group Name

AP Group Name is mandatory.

Member AP

Indicates a member of the AP group. One AP can join only one group and belongs to the default group by default.
® Importing an AP

Click Import AP. In the displayed Batch Import AP window, select the AP data file to be imported and click Import to batch
import AP information. For a specific AP data file, click Download Template to download a template file for reference.

Batch Import AP

| Tips: It is recommended to download the template, fill in data and import the file.
| Template: ap.csv Download Template
. Note: The file cannot contain special characters or spaces. AP-name and AP-MAC are mandatory.

S Z3rm

A\ The AP data file cannot contain special characters such as Chinese characters or spaces. The AP name and AP MAC
address are mandatory. An AP is imported to the default AP group by default.

® Deleting an AP group

In the AP group list, select an AP group and click " .Inthe displayed confirmation window, click OK to complete the delete

1-40



Configuration Guide Web-Based Configuration

operation.
AP Management i-Share+ AP

Note: Traffic refers to the sum of LAN port traffic in the CAPWAP tunnel, including STA and AP traffic.
Speed limit: refers to the current AP under the speed limit for each user.

Search by Group Name| AP Group Name: All AP Groups

2 Change Group f2On & Off X Delete Offline AP & More

AP Group Search by AP Name . |
-| 1 All AP Groups

. s % 1 AP Name P MAC Location Status Online STAs Traffic (kbps) Model Actic

XL £ X [ 0074.9c85.176a - 0074.9¢85.176a Offline 0 1010

L Default 4 [ 5869.6c7a.6252 172.31.61.196 5869.6c7a.6252 Offline 0 010

[ 5869.6c84.d2e5 - 5869.6c84.d2e5 Offline 0 1010

O 5869.6c98.5e1d - 5869.6c%8.5e1d Offline 0 010

O 5869.6ce9.100e - 5869.6ce9.100e Offline 0 lot1o

[ XL test 04 172.31.61.195 5869.6cb9.7914 Offline 0 1010

»

Note: The default group cannot be deleted.
® Adding an AP
In the AP group list, select an AP group, and click More and choose Add AP. In the displayed Add AP window, enter the AP

name and MAC address and other optional parameters, and click Save. A setting success prompt is displayed and the AP is

displayed in the AP list.

Search by Group Name AP Group Name: All AP Groups

[ Change Group & On g Off X Delete Offline AP

AP Gi LUGRCIGITN | Import AP
—| LI All AP Groups Delete AP
1 AP Name P MAC FTAS Traffic (kbps) Model Actit
=33 £ X Wired VLAN
= £ X O 00749¢85.176a - 00749c85.176a 1010
I Default £ O 5869.6c7a.6252 17231.61.196 5869.6c7a.6252 Restore Factory Settings 1010
[ 5860.6cB4.02e5 - 5869,6¢84.d2e5 Offline 0 1010
[ 5869.6c98.5e1d - 5869.6¢98.5e1d Offline 0 1010
] 5869.6e9.100e - 5869.6¢9.100e Offline 0 1010
O XL test 04 17231.61.195  5869.6ch9.7914 Offline 0 1010
T ] v
Show No.: Total Count:6 K First < Pre @ Next > Last ) -
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Add AP »
AP Name: *
MAL: *
Location:

---------------------------------- » Advanced Settings-—--------- -

(o |

AP Name

Indicates the alias of the AP. The name of an AP cannot be modified if the AP is offline.

MAC

Indicates the unique identifier of the AP. The MAC address of an online AP cannot be modified.
Location

Indicates the location of the AP. For example, if an AP is located in 19#201, Location can be set to 19#201 to facilitate fast

maintenance and locating.
AP Group

Indicates the AP group to which the AP belongs. One AP can belong to only one AP group. An AP belongs to the default
group by default.

Telnet Account

Indicates the account for connecting to an AP. The account is mandatory.
Telnet Password

Indicates the password for connecting to an AP. The password is mandatory.
Tunnel IP

An AP can obtain an address via DHCP or a static address can be configured for an AP. The tunnel IP address, AP IPv4
address, AP IPv4 mask, and AP IPv4 gateway are required for configuring a static address. To configure the tunnel IP

address for the communication between an AP and an AC, run the acip ipv4 3.3.3.3 command.
The configuration may cause the AP to go offline. Exercise caution when performing the configuration.

AP IPv4
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An AP can obtain an address via DHCP or a static address can be configured for an AP. The tunnel IP address, AP IPv4
address, AP IPv4 mask, and AP IPv4 gateway are required for configuring a static address. To configure the AP IPv4
address, AP IPv4 mask, and AP IPv4 gateway, run the ip address 2.2.2.2 255.255.255.0 2.2.2.1 command.

The configuration may cause the AP to go offline. Exercise caution when performing the configuration.
AP IPv4 Mask

An AP can obtain an address via DHCP or a static address can be configured for an AP. The tunnel IP address, AP IPv4
address, AP IPv4 mask, and AP IPv4 gateway are required for configuring a static address. To configure the AP IPv4
address, AP IPv4 mask, and AP IPv4 gateway, run the ip address 2.2.2.2 255.255.255.0 2.2.2.1 command.

The configuration may cause the AP to go offline. Exercise caution when performing the configuration.
AP IPv4 Gateway

An AP can obtain an address via DHCP or a static address can be configured for an AP. The tunnel IP address, AP IPv4
address, AP IPv4 mask, and AP IPv4 gateway are required for configuring a static address. To configure the AP IPv4
address, AP IPv4 mask, and AP IPv4 gateway, run the ip address 2.2.2.2 255.255.255.0 2.2.2.1 command.

The configuration may cause the AP to go offline. Exercise caution when performing the configuration.

®  Editing an AP

In the AP list, click Edit in the Action column. The displayed window shows information about the AP. Edit information and

click Save. A setting success prompt is displayed.

Search by Group Name ‘ Reset | AP Group Name: All AP Groups

[@ Change Group %2 On & Off X Delete Offline AP & More
AP Group |7-'mort n | Search by AP Name M @ ‘E‘
—| LI All AP Groups . .
e P MAC Location Status Online STAs Traffic (kbps) Model Action
- ATea - 0074.9c85.176a 0 1010 B2 (Rate timic
£ Defauit 16252 17231.61.19  5869.6¢72.6252 0 1010 23 (Rate limic )
d2es - 5860.6¢84.d2e5 0 1010 B33 | rate uimit
iSeld - 5860.6c98.5e1d 0 1010 B ( rote uimit
\100e - 5860.6¢69.100 0 1010 23 (Rate timic
' 1723161185  5868.6c69.7914 0 1010 23 (Rate limic
4 »
1o ® 1 ][s0]
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Edit AP >
AP Mame: | 0074.9c85.176a *
MAC: | 0074.9cB5.176a *
Location:

Enable Port: [#port 1 @port2 port3 #port4

Port VLAN:

(e ) I

Parameters for editing an AP are the same as those for adding an AP and are not described again.
Enable Port

A wired port of an AP is enabled by default. You can disable the wired port by running the no wired-interface port 2 enable

command.

Port VLAN

Indicates the VLAN to which a wired port belongs. To configure the port VLAN, run the wired-vlan 1 command
Port Rate

Indicates the rate of a wired port. To configure the port rate, run the wired-rate 22 command

SSID Release upon AP Offline

Indicates the WiFi network SSID released when an AP goes offline. To configure the WiFi network SSID released upon AP

go-offline, run the offline-ssid 1212 command
Hide SSID

Indicates whether the WiFi network SSID released when an AP goes offline is hidden. To hide the SSID, run the offline-ssid

1212 hide command. Otherwise, run the offline-ssid 1212 command

® Deleting an AP

In the AP list, select one or more records, click More and choose Delete AP to delete data, as shown in the figure below. In

the displayed confirmation window, click OK to complete the delete operation.
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Note: Traffic refers to the sum of LAN port traffic in the CAPWAP tunnel, including STA and AP traffic.
Speed limit: refers to the current AP under the speed limit for each user.

Search by Group Name AP Group Name: All AP Groups

[ Change Group @ On & Off X Delete Offline AP @ More

AP G LG RCIGT | Import AP
—| O All AP Groups Delete AP
7 x IP MAC Location Stz bps) Model Action
b3 - Restart AP
I - L . 2118 | Rate Limit
XL £ X 1762 0074.9¢85.176a O Restore Factory Settings
[ Default 4 16252 172.31.61.196  5869.6¢7a.6252 Offmre=—v Ty

Ld2e5 - 5869.6c84.d2e5 Offline 0 1010
ibeld - 5869.6c98.5e1d Offline 0 1010

1100e - 5869.6ce9.100e Offline 0 010 Edit

: 1723161195  5860.6cb9.7914 Offline 0 1010

4

® Restarting an AP

In the AP list, select one or more records, click More and choose Restart AP to restart APs, as shown in the figure below. In
the displayed confirmation window, click OK to complete the restart operation.

Note: Traffic refers to the sum of LAN port traffic in the CAPWAP tunnel, including STA and AP traffic.
Speed limit: refers to the current AP under the speed limit for each user.

Search by Group Name AP Group Name: All AP Groups

(2 Change Group @ On & Off X Delete Offline AP @ More

AP G LG REIGIT N | Import AP
—| O All AP Groups Delete AP
’ x IP MAC Location Stz bps) Model Action
L33 - Restart AP
W - L . Edit Rate Limit
X1 £ X 1765 0074.9¢85.1762 O Restore Factory Settings
[ Default £ 16252 172.31.61.196 5869.6¢c7a.6252 Offrrre=—v TOTO Edit

Ld2e5 - 5869.6c84.d2e5 Offline 0 1010
ibeld - 5869.6¢98.5e1d Offline 0 1010
1100e - 5869.6ce9.100e Offline 0 1010
+ 172.31.61.195  5869.6cb9.7914 Offline 0 1010

4

3

® Restoring factory settings

In the AP list, select one or more records, click More and choose Restore Factory Settings to restore AP settings, as shown

in the figure below. In the displayed confirmation window, click OK to complete the factory settings restoration operation.
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Note: Traffic refers to the sum of LAN port traffic in the CAPWAP tunnel, including STA and AP traffic.
Speed limit: refers to the current AP under the speed limit for each user. (3)

Search by Group Name| AP Group Name: All AP Groups

[ Change Group @ On & Off X Delete Offline AP @ More

AP G Add Group
—| O All AP Groups Delete AP
7 x IP MAC Location Stz Fps) Model Action
L33 o Restart AP
W - L . Edit
XL £ % 1768 0074.9¢85.176a o Restore Factory Settings
[ Default 4 0252 172.31.61.196 5869.6c7a.6252 Offmre=—vr TUTU
Ld2ebh - 5869.6c84.d2e5 Offline 0 1010
iheld - 5869.6c98.5e1d Offline 0 1010
.100e - 5869.6ce9.100e Offline 0 010
| 1723161195  5860.6¢69.7914 Offline 0 1010

4

® Enabling an AP

In the AP list, select one or more records and click On to enable the radio function of APs, as shown in the figure below.

Note: Traffic refers to the sum of LAN port traffic in the CAPWAP tunnel, including STA and AP traffic.
Speed limit: refers to the current AP under the speed limit for each user. (3)

Search by Group Name

AP Group Name: All AP Groups

3 Change Group 8 On & Off X Delete Offline AP © More

Search by AP Name v ]
—| LI All AP Groups

Lo ;X [ AP Name IP MAC Location Status Online STAs Traffic (kbps) Model Actic
XL £ X [ 5869.6c7a.6252 172.31.61.196 5869.6c7a.6252 Cnline 0 1010 ;M]MD’

- Default : O 00749¢c85.176a - 0074.9¢85.176a Offline 0 1010

[ 5869.6c84.d2e5 - 5869.6c84.d2e5 Offline 0 1010

O 5869.6c98.5¢1d - 5869.6c98.5e1d Offline 0 1010 Edil

[J 5869.6ce9.100e - 5869.6ce9.100e Offline 0 lot0 Edij

O XL test 04 172.31.61.195 5869.6ch9.7914 Offline 0 1010 Edil

< I ————

® Disabling an AP

In the AP list, select one or more records and click Off to disable the radio function of APs.
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Note: Traffic refers to the sum of LAN port traffic in the CAPWAP tunnel, including STA and AP traffic.
Speed limit: refers to the current AP under the speed limit for each user. (3)

Search by Group Name

AP Group Name: All AP Groups

[ Change Group Z2On & Off X Delete Offline AP @ More

Search by AP Name v ]
—| I All AP Groups

7 X [ AP Name IP MAC Location Status Online STAs Traffic (kbps) Model Actic

333 £
. APT740- |
XL £ X [ 5869.6c7a.6252 172.31.61.196 5869.6c7a.6252 Online 0 lot0 | Edi|
£ Defaut £ O 0074985176 - 0074.9¢85.176a Offline 0 1010
[ 5869.6c84.d2e5 - 5869.6c84.d2e5 Offline 0 010 Edij
[J 5869.6c98.5¢1d - 5869.6c98.5e1d Offline 0 1010 Edij
[ 5869.6ce9.100e - 5869.6ce9.100e Offline 0 loto Edi|
O XL test 04 172.31.61.195 5869.6ch9.7914 Offline 0 1010 Edij

+ | —

® Deleting all offline APs

Click Delete Offline AP to delete information about all offline APs.

Note: Traffic refers to the sum of LAN port traffic in the CAPWAP tunnel, including STA and AP traffic.
Speed limit: refers to the current AP under the speed limit for each user. (3)

Search by Group Name

AP Group Name: All AP Groups

[ Change Group Z2On & Off X Delete Offline AP @ More

Search by AP Name v ]
—| I All AP Groups

s s X [ AP Name IP MAC Location Status Online STAs Traffic (kbps) Model Actic
XL £ X [ 5869.6c7a.6252 172.31.61.196 5869.6c7a.6252 Online 0 lot0 ;&P?4{)—

1 Default - [ 0074.9¢85.176a - 0074.9c85.176a Offline 0 1010

[ 5869.6c84.d2e5 - 5869.6c84.d2e5 Offline 0 1010 Edij

[J 5869.6c98.5¢1d - 5869.6c98.5e1d Offline 0 1010 Edij

O 5869.6ce9.100e - 5869.6ce9.100e Offline 0 1010 Edil

O XL test 04 172.31.61.195 5869.6ch9.7914 Offline 0 1010 Edij
.| 4

® Radio

The radio configuration button is available only for online APs. In the AP list, click Radio to configure radio information for the
AP, as shown in the figure below.




Configuration Guide

Web-Based Configuration

WiFi Radio Settings

Tips: If you feel RSSI instable or weak, modify the following parameters manually.
Note: Pay attention also other factors such as antenna setup, signal interference, magnetic fields, walls.

2.4G Network: m

Country: [ US(United States) vl
WiFi Channel: [ Auto v | Current Wii Channet: 11
Power: [ Enhanced ¥ | Current Power: 100
Max STA Counts: [ 256 l Max Accessible STA Count (Range 1- 612

Cancel Save

3

WiFi Radio Settings

5G Network:

Country: l CN(China) v l
WiFi Channel: l 149 v | Current wiF channel: 149
Power: l Custom ¥ | Current Power: 100
Power: l 255 l
Max STA Counts: [ 100 IMMACCMME STA Count (Range 1- 256

Cancel Save

RF Port

This parameter is displayed only when an AP supports a radio other than 2.4 GHz and 5 GHz. You can select the required

radio.

Network switch

Indicates whether to enable a radio. To enable or disable a radio, run the radio 1 enable|disabled command.

Country

Specifies the country code for the current AP. The default country code is displayed by default.
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WiFi Channel

The channel is displayed based on the current country code and network type.
Power

Indicates the power, which can be set to the following values:

® Auto: Indicates the auto mode.

® Power Saving: The power is 30.

® Standard: The power is 80.

® Enhanced: The power is 100.

® Custom: You can customize the power.

Max STA Counts

Indicates the maximum number of STAs supported by a radio. This parameter is configured for a radio.

’A The range of Max STA Counts refers to the range of the maximum number of STAs on the entire AP.

Frequency Bandwidth

Indicates the frequency bandwidth supported by a radio.

Enabling a transmit/receive antenna

Indicates the configuration of the transmit and receive antennas of a radio.
®  Rate Limit

| Search by Group Name| | Reset

AP Group Name: All AP Groups

2 Change Group 85 0On & Off X Delete Offline AP © More

AP Group |7-'n:jort - ‘ Search by AP Name M ‘ ‘ ‘ m ‘E‘
—| I All AP Groups -
o P MAC Location Status Online STAs Traffic (kbps) Model Action

Lx ;X 96 5869.6¢72.6252 Online 0 lo10 f‘wm' |m\

- Default : 0074.9¢85.176a Offline 0 1010 R [oare it |

5860.6c84.d2e5 Offline 0 1010 Downlink: KB/s @

5860.6c98.5¢1d Offline 0 1010 Uplink: Kefs @

5860.6ce9.100e Offline 0 1010 |M‘ E\

95 5860.6cH8.7914 Offline 0 1010 [ Rate Limit |

Downlink

Indicates the maximum download speed of each STA supported by an AP.
Uplink

Indicates the maximum upload speed of each STA supported by an AP.
No Limit

Indicates that no rate limit is configured for each STA supported by an AP.

N AP Virtualization
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If an AP supports virtualization, the VAP button is displayed in the list for configuring the AP as a virtual AP. A virtual template
needs to be added for an AP and then applied to the AP during AP virtualization, as shown in the figure below.

Configure AP: 5869.6c7a.6252 X

Virtual Template

Mote: An AP can be virtualized into multiple sub APs. Different virtual sub APs provides variant wireless services using different virtual templates. To manage
a virtual template, please go to Virtual AP Template
Note:The apply, edit and delete operation may cause the AP to go offline and then online.

| + Apply Template X Delete Selected

]  Template Name Virtual AP ID Action

No Data Found

Show No.:[ 10 v| Total Count:0 _ First Pre Next Last | 1] | GO |

Application and management of a virtual AP template

Configure AP Group: Default X

Virtual Template

MNote: An AP can be virtualized into multiple sub APs. Different virtual sub APs provides variant wireless services using different virtual templates. To manage a
virtual template, please go to Virtual AP Template
Note:The apply, edit and delete operation may cause the VAP-supported AP to go offline and then online.

=+ Apply Template X Delete Selecte

o Template Name Virtual AP ID Action

Mo Data Found

Show No.:[ 10 v| Total Count:0 < First Pre Next Last 1 | GO |

N  i-Share+ AP

The i-Share+ AP page displays information about all i-Share+ APs on a network and information about each AP. The
i-Share+ AP page displays a list of all i-Share+ APs on the left side and details of a selected AP on the right side. The
topology view and list view can be switched on the right side. In the view on the right side, an icon in red indicates that the AP
has an offline radio card while an icon in black indicates that all radio cards of the AP are online.
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e g e [ Reset | Total AP Count: 1 Online Mini AP Count: 2 Offline Mini AP Count: 10
AP st AP Name: 5528EP < vacant 36
552BEP AP MAC; 00d0.fB22 6TET &5 Online 2
AP Traffic: 40kbps 10kbps & Offine 10
Online §TAs: 0{24G STA Count:0 5G STA Coumnt:0)
2| 2] |2 (e] (2] (2] 2] 2] (2] (2] [z

w7 |

. |
(s (3] (3] (s8] (8] (8] (3] (s8] ] (8]
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® Displaying i-Share+ APs that meet a condition

In the search box in the AP list, enter a search condition and click Search to find out required APs via fuzzy search, as shown

in the figure below.
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Name-based Seal ﬂ] Total AP Count: 1 Online Mini AP Count: 2 Offline Mini AP Count: 10
AP List AP Mame: 5528EP &5 Vacant 36
S52BEF AP MAC: 00401822 6787 5 Online i
AP Traffic: 10kbps 10kbps 5 Offline 10
Online STAs: 0{2.4G STA Count0 5G STA Count:0)
] (2] 2] (2] (=] (2] (=) (2] (=] (=) [x

snddf 52657 ]

3| 3] (3] (8] (8] (B8] S (B8] (S [S8

| |

N

-

‘ ‘ ‘ ‘ a1 g o
ol

'

| sj.

Py

] i \
EIREIREIREIRE: ‘3 SIE]
e  Displaying radio information

In the radio card topology on the right side, move the cursor over a radio card icon to display details about the radio card.

Double-click a radio card to configure the radio card. See the figure below.
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Inam-mmmdm Reset] Total AP Count: 1 Oniine Mini AP Count: 2 Offline Mini AP Count: 10

AP List S52BEP Vacant 36
AP Mame: e
CEIgEP Mini AP: D00 fE22 336 Trafficz 0kphbs 10kpbs TET 5 Online 2
Model: MAPTSZ(ST) & Offiine 1]
bps
e e Count:D 5G STA Count:0} List View
WiFi Channel: 11 WiFi Channel: auto(157)
Power: 100 Power: auto(100)
RF Bandwidsh: 40Mhz RF Bandwidth: 20Mhz : a2
Oinline §TAs: 0 Online $TAs: 0 7 lﬁ I%] |ﬂ‘ lof': l:a‘ 1‘ w
Tiior Db click the icon and then you can configure BF card r ! . I l : I : ]]1

— Y 1

aLT_

G g1l Gl 915 a1 4 iR Gi 4

&) (&) 4 9] (5] () (&) (<] (2 2

®  Configuring radio card information

Mini AP 1

B e

Tips: If you feel RSSI instable or weak, modify the following parameters manually.
' Note: Pay attention also other factors such as antenna setup, signal interference, magnetic fields, walls.

Mini AP: [ 00d0.f822.336e ]

2.4G Network: (&4 .

Country: [ AE(United Arab Emirats

WiFi Channel: | 11 v | Current WiFi Channel-11

Power

Max STA Counts: | 12 Max Accessible STA Count (Range 1-64)

)
)
)
)

[ Enhanced v| @ current Power: 100

®  Configuring wired ports of a radio card

Wired ports are displayed based on actual interfaces of the device.
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Mini AP 1 X
Radio Port
Port Port State Vian

®  Switching the list mode.

Click List View to switch to the list view.
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Name-based Sear Reset Total AP Count: 1 Online Mini AP Count: 2 Offline Mini AP Count: 10
AP List AP Marne: 5528EP &5 Vacant 6
SEZREF AP MAC: 00d0.fB22 6TET 25 Ondine 2
&% Offline 10

AP Traffic: }0bps MOkbps

Online 5TAs: 024G 5TA Count:0 56 STA Count:0)

Y

0 | B

-

=

=

=

B
[

®  Configuring radio cards

In the list view, click Edit to configure a radio card. Click Restart to restart a radio card. If the Uninstall button is displayed, it
indicates that the RF card is in the offline state and you can click this button to uninstall the RF card.
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MName-based Sear Resat Total AP Count: 1 Online Mini AP Count: 2 Offline Mini AP Count: 10
AP List AP Marme: S528EF =5 Vacant I
55IBER AP MAC: D000.fE22 6767 5 Online 2
&5 Offline 10
AP Tratfic: $0%bps T0kbps
Online STAs: 0(2.4G STA Count0 5G STA Count:0) Topology View
Mini & Mame Model State 2.4G Netwok 5G Metwok  Action
i AT
[n’" e STAS  Oniine STAS: 0
Max STA M STA
c £ 12 Count: b4
y;f?_"c'h . WIFl Channel.
1 0000.822336e MAPTS2(ST) Online 7 """ auto{157) [ Restart
p —_— Power:
R':F"‘""" auto(100)
e
Bandwidth: :;.i:';dwm
40Mhz
E’""""' STAS  Ondine STA= 0
T
Max STA Max 5TA
Count; b4
Count: &4
ey el
10 Crffline sutol11) .fumuﬁn m | Uninstal

1.3.3.3.2 iBeacon

iBeacon is a communication protocol based on low power consumption Bluetooth. iBeacon-compliant APs can send specific
IDs (generated by a third party) to surrounding STAs. After receiving the IDs, the STAs can return feedback by using

application installed on the STAs.
For example, after the iBeacon solution is deployed on a mall, users can use the WeChat Shake function and then receive

pushed advertisements. Steps are provided on the page below.

MNote: iBeacon is the name for Apple’ s technology standard. The underlying communication technology is Bluetooth Low Energy. It allows Mobile Apps (running on both i0S and

Android devices) to listen for signals from beacons in the physical world and react accordingly.

Example: After this solution is applied in the mall, users will get AD push via WeChat Shake. N
Steps:
& Config iBeacon X Clear iBeacon ( it (1) The mall applies for UUID, Major and Minor of the | Reset |
“— iBeacon device on WeChat backstage. \ /
(2) The mall purchases an iBeacon device(e.g., AP) and
(] AP Name AP Group IP MA . o . . . Action
configure it with the UUID, Major and Minor applied in |
] 001b.daa4.8167 Default 172.31.61.30 001 step T
(3) The mall configures the push page for WeChat Shake
)] 001b.daa4.816f Default 172.31.61.35 001  on WeChat backstage, e.g., coupons, the followed page
and other useful information. =
0 - 31.61. it
. ap740-| Default 172.31.61.203 96 (4) The mall binds the device with the push page. A

Show No.:[ 10 ] Total Count:3 KFirst <Pre (1) Next> Lastd [ 1 ][(GO]

®  Searching for APs
You can search for APs by iBeacon, AP status, AP group, AP name, IP address, or MAC address.

® Resetting search conditions
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Click Reset to reset the search condition.
® Batch configuring iBeacon
1. Select APs for which iBeacon needs to be configured.

2. Click iBeacon Config. In the displayed window, configure iBeacon-related information.

Batch Config iBeacon

] * Example: FDA50693-A4E2-4FBT-AFCF-COEBO7647825

] * Range: 0 - 65535

] * Range: 0 - 65535

® Batch clearing iBeacon configurations
Select APs to be deleted from the list and click Clear iBeacon to delete the iBeacon configurations.
® Configuring iBeacon

In the list, click Edit to edit the iBeacon configuration of a single AP.

1.3.3.3.3 Load Balancing

| Note: If there are multiple APs with overlapping wireless signal, one AP maybe overloaded leading to awful WiFi utilization for STAs are randomly accessed. Load balancing function helps control STA |
| access and balance traffic load by dividing APs in one area into different load-balancing groups. |
| Example: AP1 is associated with 15 STAs and AP2 with 10 STAs. Since the difference of their STA numbers exceeds the current threshold, subsequent STAs will be associated with AP2.

=+ Add Balancing Group X Delete Selected

()] Balancing Group Name Balancing Type Balancing Threshold Member AP Action
[m] 12 STA-count-based 3 5869.6c7a.6252
Show No.: Total Count:1 K First < Pre @ Next > Last ) E]

® Adding a balancing group
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Click Add Balancing Group. In the displayed Add Balancing Group window, enter related information and click Save to
add the balancing group, as shown in the figure below.

Add Balancing Group %
Balancing Group Mame: [ | -
Balancing Iypec[ STA-count-based A |
STA Threshold: | 3 | @
STA Difference: | 3 |@
MumberAP:| w | .
Cancel m

Balancing Group Name

Identifies a balancing group. It is mandatory and cannot be modified when a balancing group is edited.
Balancing Type

Balancing Type can be set to STA-count-based or AP-traffic-based. It cannot be modified when a balancing group is
edited.

STA Threshold

Indicates a prerequisite for load balancing, that is, the number of STAs associated with each AP exceeds this threshold.
STA Difference

Load balancing needs to be implemented when the STA difference reaches a specified value.

Traffic Threshold

Indicates a prerequisite for load balancing, that is, the traffic of each AP exceeds this threshold.

Load balancing needs to be implemented when traffic difference reaches a specified value.

Member AP

Indicates member APs in a balancing group. One AP can be configured in only one balancing group.

® Baich deleting balancing groups

Select balancing groups to be deleted from the list and click Delete Selected to batch delete the balancing groups.
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Note: If there are multiple APs with overlapping wireless signal, one AP maybe overloaded leading to awful Wii utilization for STAs are randomly accessed. Load balancing function helps control STA
access and balance traffic load by dividing APs in ane area into different load-balancing groups.
Example: AP1 is associated with 15 STAS and AP2 with 10 STAs. Since the difference of their STA numbers exceeds the current threshold, subsequent STAs will be associated with AP2.

-+ Add Balancing Group X Delete Selected

(] Balancing Group Name Balancing Type Balancing Threshold Member AP Action
@ 12 STA-count-based 3 5869.6c72.6252 [ Delete |
Show No:[ 10 ] Total Count:1 < First Pre Last e [Go]

®  Editing a balancing group
Click Edit for a balancing group in the list. In the displayed edit window, edit the balancing group.
® Deleting a balancing group

Click Delete for a balancing group in the list. In the displayed confirmation window, click OK to complete the delete operation.

1.3.3.3.4 AP Virtualization

Atemplate is configured and then applied to an AP group or an AP, so that AP virtualization takes effect.

A  Template Management

You can add, edit, and delete a template and view the template application information, as shown in the figure
below.

MNote: An AP can be virtualized into multiple sub APs. Different virtual sub APs provides variant wireless servicesusing different virtual templates. One template can be used by APs
(groups).If the template is deleted, the APs will be down.

+ Add Template X Delete Selected

1  Template Name ACIP WLAN Capacity Client Capacity Uplink Port ID Action
012 3333 12 12 Default [ Delete |
Show No.:| 10 v | Total Count:1 < First Pre :l\ Next Last |I| | GO |

® Adding a template

Click Add Template. In the displayed Add Template window, enter information about a virtualization template and click
Save to add the template to the template list, as shown in the figure below.
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Add Template

Template Name: |

ACIP: [

WLAN Capacity: [

Client Capacity: |

Uplink Port 1D: | Drefault

Template Name

Indicates the name of a virtual AP management template. It is mandatory.
AC IP

Indicates the IP address of an AC, that is, tunnel address used by an AC to manage an AP.
WLAN Capacity

Indicates the WLAN capacity supported by the template.

Client Capacity

Indicates the client capacity supported by the template.

Uplink Port ID

By default, a virtual AP uses the uplink port ID used by the master AP.

® Details

Click Details for a template to list APs to which the template is applied.
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12 Template-Applied AP List X

Note: One template can be used by APs (groups)Hf the template is deleted, the APs will be down. For template management, please go to AP Management

AP Name AP Group IP Address MAC
AP Group List
o Default No Data Found
L test
Show No.:| 10 »!| Total Count0 KFESt < Pre Next > Last M —I‘f |EI

Details show the AP groups and APs to which the template is applied.
®  Edit

In the template list, click Edit. In the displayed window, modify relevant parameters of the template and click Save.
Parameters for editing a template are the same as those for adding a template and are not described again.

1.3.3.4 Network

1.3.3.4.1 Interface Management

N Interface & VLAN

Interface & VLAN Aggregate Port Interface
Port Mode Default VLAN Allowed VLAN Action
GigabitEthernet 0/1 ACCESS 1 1
GigabitEthernet 0/2 TRUNK 1 ALL
GigabitEthernet 0/3 ACCESS 1 1
GigabitEthernet 0/4 ACCESS 1 1
GigabitEthernet 0/5 ACCESS 1 1
GigabitEthernet 0/6 ACCESS 1 1
GigabitEthernet 0/7 ACCESS 1 1
GigabitEthernet 0/8 ACCESS 1 1

Show No.: Total Count:8 I First < Pre @ Mext > Last 2
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®  Editing port-VLAN information

Click Edit for an interface in the list. The displayed window shows information about the VLAN of the interface. Edit the
information and click Save. A setting success prompt is displayed, indicating that the operation is complete.

Interface & VLAN Aggregate Port Interface

Edit Port-VLAMN

Mode: & ACCESS O TRUME

Default mu:[ 1 | * Range: r-10ag

Allowed VLAN: | 1 | *+ ange: 14030

e | [

The port-VLAN information includes the current interface status, interface mode, default VLAN, and allowed VLAN.

Interface 8 VLAN Aggregate Port Interface

Edit Port-VLAN

Gt Greyr Dowr
Mode: & ACCESS O TRUME

Default mu:[ 1 | * Range: r-40ag

Allowed VLAN: | 1 | + mange: r-avse

N Aggregate Port
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Interface & VLAN Aggregate Port Interface

+ Add Aggregate Port X Delete Selected

1 Aggregate Port Member Port Port Type Action

(] AggregatePort 2 Gi0/1,Gio/2 L2 Port(Switching Port)

(] AggregatePort 3 Gi0/3,Gi0/4,Gi0/7 L3 Interface(Routing Interface)

Show No.: (10 _v) Total Count2 KFist <Pre (1) Next > Last

® Adding an aggregate port
Click Add Aggregate Port. In the displayed Add Aggregate Port window, set parameters and click Save. A setting success
prompt is displayed and the new aggregate port is displayed in the aggregate port list.

¥

Interface & VIAN Aggregate Port Interface

Add Aggregate Port

Port 10| | Rangest 47

Port Type: ® L2 Port(Switching Port) & L3 Interface(Routing Interface)

Select Port:

o |2

Note: The VSL Intferface can not configed|

‘. Cancel ln

Port ID indicates the ID of an aggregate port.

Select Port shows the member interface selection panel. An interface in grey is an interface that has been added to an

aggregate port. The value 1 indicates that the interface belongs to aggregate port 1.
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Interface & VIAN Aggregate Port Intertace

Add Aggregate Port

Port |D:| | (Range:1-2)

Port Type: ® L2 PortiSwitching Port) - © L3 Interface(Routing Interface)

Select Port:

& ) O P i 4 = -

G/ l Gily'3 Giyk Gily's

Note: The VSL Intferface can not configed!

l Cancel l

® Baich deleting aggregate ports

Select aggregate ports to be deleted from the list, and click Delete Selected. In the displayed confirmation window, click OK

to complete the delete operation.

Interface & VLAN Aggregate Port Interface

< Add Aggregate Port X Delete Selected

1  Aggregate Port Member Port Port Type Action

(m] AggregatePort 2 Gi0/1,Gi0s2 L2 Port{Switching Port)

(] AggregatePort 3 Gi0/3,Gi0/4,Gio/7 L3 Interface(Routing Interface)

Show No.: Total Count2 K First € Pre @ Next > Last 2

® Editing an aggregate port

Click Edit for an aggregate port in the list. The displayed window shows information about the aggregate port. Edit

information and click Save. A setting success prompt is displayed, indicating that the operation is complete.

® Deleting an aggregation port

Click Delete for an aggregate port in the list. In the displayed confirmation window, click Save to complete the delete

operation.

N Interface
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Interface & VLAN Aggregate Port Interface
Port Link Status  Admin Status Description Information Action
Gio/1 Up Up
Gio/2 Down Up
Gi0/3 Down Up
Gio/4 Down Up
Gi0/s Down Up
Gio/6 Down Up
GiQ/7 Down Up
Gio/8 Down Up
Ag2(Gi0/1,Gi0/2) Up Up
Ag3(Gi0/3 ,Gi0/4 ,Gi0/7) Down Up
Show No.: Total Count:10 I First < Pre @ Next > Last 2 E]

®  Editing an interface

Click Edit for an interface in the list. The displayed window shows information about the interface. Edit the information and

click Save. A setting success prompt is displayed, indicating that the operation is complete.

Interface & VLAN Aggregate Port Interface

Edit Port Gi0/6

Admin Status: I Up

1Pva: l

Mask: l

Description: l

» Advanced Settings

Cancel Save

Admin State

Indicates the management state of the interface.
IPv4

Indicates the IPv4 address of the interface.
Mask

Indicates the IPv4 mask of the interface.
Description

Indicates the description or alias of the interface.
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Copper/Fiber Port

Indicates the optical/electrical attribute. It is set to the optical interface or electrical interface based on the product capability.
IPv6

Indicates the IPv6 address of the interface.

Speed

Indicates the interface rate.

Working Modelndicates the working mode of the interface. It can be set to Auto, Duplex, or Half-Duplex.

1.3.3.4.2 VLAN Management

+ Add VLAN X Delete Selected

[m] VLAN ID IPv4 IPv4 Mask IPv6 Address/Mask IP Allocation Mode Action

(] 1 172.31.193.45 255.255.255.0 Static IP Address

(] 2 192.168.1.1 255.255.255.0 Static IP Address

(] 22 2000::1:2345:6789%:abcd/22 DHCP

(] 66 192.168.66.1 255.255.255.0 Static IP Address

g 77 17231774 255.255.255.0 Static P Address

Show No.: Total Count:5 K First < Pre @ Next > Last 2l

® Adding a VLAN

Click Add VLAN. In the displayed Add VLAN window, set parameters and click Save. A setting success prompt is displayed
and the new VLAN is displayed in the VLAN list.

Add VLAN

VLAN ID: [ % (Range: 1-4094)

IP Allocation Mode: [ Static IP Address

IP: [

Submask: [

» Advanced Setting:

® Batch deleting VLANSs

Select VLANSs to be deleted from the list, and click Delete Selected. In the displayed confirmation window, click OK to
complete the delete operation.
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+ Add VLAN X Delete Selected

(m] VLAN ID IPv4 IPv4 Mask IPv6 Address/Mask IP Allocation Mode Action
g 1 1723119345 255.255.255.0 Static IP Address [ eait |
@ 2 192.168.1.1 255.255.255.0 Static IP Address B3 (oeec)
o 2 2000:1:2345:678%:abcdl/22 DHCP [ caic NP
@ 66 192.168.66.1 255.255.255.0 Static IP Address B3 (oeete |
a 77 17231771 255.255.255.0 Static IP Address B3 (oee)

:.:| 10 v'\ Total Count:5 K First Pre ':]_:.‘ Next Last \I| \'GD'\

® Editing a VLAN

Click Edit for a VLAN in the list. The displayed window shows information about the VLAN. Edit the information and click
Save. A setting success prompt is displayed, indicating that the operation is complete.

® Deleting a VLAN

Click Delete for a VLAN in the list. In the displayed confirmation window, click OK to complete the delete operation.

1.3.3.4.3 Route Management

Static Route

MNote: Route selection points based routing and a backup route when the primary route does not take effect, it will take a backup route to the backup route in accordance with the
priority level configured to go, the backup route priority 1 high priority than a backup route to the 2.

+ Add Static Route 4 Add Default Route X Delete Selected Route

1 Destination Subnet Subnet Mask Next Hop Address Egress Port Routing Type Action
O 0000 0.0.0.0 172.31.61.1 Primary Route  Default Route ( Delete |
Show No.:| 10 | Total Count:1 < First < Pre :l : Next Last |I| | GO |

® Adding a static route

Click Add Static Route. In the displayed Add Static Route window, set parameters and click Save. A setting success
prompt is displayed and the new static route is displayed in the route list.
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Static Route

Add Static Route

IPType: @ IPvd ) IPV6

Destination Subnet: [

Subnet Mask

)
)
Selctpor ]
)
)

Egress Port [
Next Hop Address: [ *
Routing: [ Primary Route @

® Adding a default route

Click Add Default Route. In the displayed Add Default Route window, set parameters and click Save. A setting success
prompt is displayed and the new default route is displayed in the route list.

Add Default Route

IP Type: @ IPv4 O IPvb

Egress Port: [ Select Port

Mext Hop Address: [

Routing: [ Primary Route "] @

cancel RE

Note: Routing can be set to Primary Route or Backup Route. When the primary route does not take effect, for example,
the interface of the primary route is inactive, a backup route is adopted. A backup route is selected based on the configured
priority. The priority of backup route 1 is higher than that of backup route 2.

®  Batch deleting routes

Select routes to be deleted from the list, and click Delete Selected. In the displayed confirmation window, click OK to
complete the delete operation.
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Static Route

Note: Routing includes a primary route and backup routes. When the primary route does not work, a backup route takes effect in accordance with the priority level. The Backup Route-1 has higher

priority than the Backup Route-2.

-+ Add Static Route 4 Add Default Route X Delete Selected

(] Destination Subnet Subnet Mask Next Hop Address Egress Port Routing Type Action

(] 0.0.0.0 0.0.00 172.31.193.1 Primary Route Default Route m ‘@
(m] 6.6.6.6 255.255.255.255 172.31.193.2 Primary Route Static Route m ‘E
Sh < First Pre ':i:‘ Next Last |I\ \E

‘ 10 v‘ Total Count:2

®  Editing a route
Click Edit for a route in the list. The displayed window shows information about the route. Edit the information and click Save.

A setting success prompt is displayed, indicating that the operation is complete.
® Deleting a route
Click Delete for a route in the list. In the displayed confirmation window, click OK to complete the delete operation.

1.3.3.4.4 DHCP Configuration

N DHCP Address Pool

DHCP Address Poo Static Address Pool DHCP Relay Client Binding

+ Add DHCP X Delete Selected @ Excluded Address Range  DHCP: ﬁ“)

(] Name IP Address Range Default Gateway Lease Time DNS Action

[m] EWEB-WIZARD-AP-POOL 192.168.23.1-192.168.23.254 192.168.23.157 1 Day(s) 8.8.8.8 m ‘@

m] user_XL 192.168.66.1-192.168.66.254 192.168.66.1 1 Day(s) 8.8.8.8 ‘E
Show \\E\ Total Count:2 < First Pre 1 Next Last |I\ \E

® Adding a DHCP address pool

Click Add DHCP. In the displayed Add DHCP window, set parameters and click Save. A setting success prompt is displayed
and the new DHCP address pool is displayed in the DHCP address pool list.
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Add DHCP

Pool Name: [

Type: @ IPvd O IPvb

s | 1] o]

Default Gateway: [ "

Lease Time: [8 ] I hour(s) v *

Cancel Save

Pool Name

Indicates the identifier or name of the DHCP address pool.

Type

Type can be set to IPv4 or IPv6.

Address Range

Indicates the range of the address pool.

Default Gateway

Indicates the default gateway of the address pool.

Lease Time

Indicates the lease time of the address pool. It can be set to permanent or a specific time period.
Preferred DNS Server

Indicates the preferred DNS server used by the address pool client.
Secondary DNS Server

Indicates the secondary DNS server of the address pool client.
Option 138

Notifies an AP of the AC IP address in WLAN management, so that the AP can register with the AC. It is generally set to the
loopback address of the AC. This parameter is applicable to Ruijie products.

Option 43

Notifies an AP of the AC IP address in WLAN management, so that the AP can register with the AC. It is generally set to the
loopback address of the AC. This is a common protocol option.

® Batch deleting DHCP address pools

Select DHCP address pools to be deleted from the list, and click Delete Selected. In the displayed confirmation window, click
OK to complete the delete operation.
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DHCP Address Pool Static Address Pool DHCP Relay Client Binding

+ Add DHCP X Delete Selected @ Excluded Address Range  DHCP:

(] Name IP Address Range Default Gateway Lease Time DNS Action

(] EWEB-WIZARD-AP-POOL 192.168.23.1-192.168.23.254 192.168.23.157 1 Day(s) 8.8.8.8
o user XL 192.168.66.1-192.168.66.254 192.168.66.1 1 Day(s) 8.8.8.8
Show No.: Total Count:2 I First < Pre @ Next > Last 2 E

® Configuring an excluded IP address range

Click Excluded Address Range. In the displayed Excluded Address Range window, set parameters and click Save. A

setting success prompt is displayed and the excluded address range is displayed in the DHCP list.

DHCP Address Pool Static Address Pool DHCP Relay Client Binding

Excluded Address Range

Excluded Address Range: Excluded addresses will not be allocated to the client. The excluded address range is

 formatted as 1.1.1.1-1.1.1.30. Entering only 1.1.1.1 indicates one single excluded address.

Cancel Save

Excluded Address can be set to multiple IP address ranges. IP addresses in these ranges are not allocated to STAs.

DHCP Address Pool Static Address Pool DHCP Relay Client Binding

Excluded Address Range

. Excluded Address Range: Excluded addresses will not be allocated to the client. The excluded address range is

formatted as 1.1.1.1-1.1.1.30. Entering only 1.1.1.1 indicates one single excluded address.

Cancel Save

® DHCP service switch

Click the icon next to DHCP to enable/disable the DHCP service.
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DHCP Address Poo Static Address Pool

DHCP Relay

+ Add DHCP X Delete Selected @ Excluded Address Range  DHCP: ﬂ

(m] Name
[m] EWEB-WIZARD-AP-POOL

(m] user XL

No..| 10 | Total Count:2

® Editing a DHCP address pool

IP Address Range

192.168.23.1-192.168.23.254

192.168.66.1-192.168.66.254

Client Binding

Default Gateway
192.168.23.157

192.168.66.1

Lease Time

1 Day(s)

1 Day(s)

DNS

8.8.8.8

8.8.8.8

Web-Based Configuration

Action
m ‘ Delete ‘
‘_ Delete ‘

N

[

Click Edit for a DHCP address pool in the list. The displayed window shows information about the DHCP address pool. Edit

the information and click Save. A setting success prompt is displayed, indicating that the operation is complete.

Parameters for editing a DHCP address pool are the same as those for adding a DHCP address pool and are not described

again.

® Deleting a DHCP address pool

Click Delete for a DHCP address pool in the list. In the displayed confirmation window, click OK to complete the delete

operation.

N Static Address Pool

DHCP Address Pool Static Address Pool

+ Add Static Address X Delete Selected

(] Client Name Client IP Mask

(] 22 2.2.2.2 255.255.255.0

Show No.:| 10 v | Total Count

® Adding a static address

DHCP Relay

Gateway Address

22.2.1

Client Binding

Client MAC

2222.0002,0002

DNS Server

192.168.1.1

®

Action

m | Delete |

[1]]

o]

Click Add Static Address. In the displayed Add Static Address window, set parameters and click Save. A setting success

prompt is displayed, indicating that the operation is complete.
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DHCP Address Pool Static Address Pool

Add Static Address

DHCP Relay

Client Binding

Client Name: [

Client IP: [

Mask: [

Client MAC: [

Gateway Address: [

DNS: [

Client Name

Cancel Save

Indicates the name of a client to which a static address is to be allocated.

Client IP

Indicates the allocated IP address.
Mask

Indicates the IP address mask.

Client MAC

Indicates the MAC address bound to the client.

Gateway Address

Indicates the egress gateway of the client. It is mandatory.

DNS

Indicates the egress DNS server of the client. It is mandatory.

® Batch deleting static addresses

Select static addresses to be deleted from the list, and click Delete Selected. In the displayed confirmation window, click OK

to complete the delete operation.

DHCP Address Pool Static Address Pool DHCP Relay Client Binding
—+ Add Static Address X Delete Selected
= Client Name Client IP Mask Gateway Address Client MAC DNS Server Action
[m] 22 2222 255.255.255.0 2.2.21 2222.0002.0002 192.168.1.1
Show No.: Total Count:1 i< First < Pre @ Next > Last 2 [I] @
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®  Editing a static address

Click Edit for a static address in the list. The displayed window shows information about the static address. Edit the
information and click Save. A setting success prompt is displayed, indicating that the operation is complete.
The parameters for editing a static address are the same as those for adding a static address and are not described again.

® Deleting a static address
Click Delete for a static address in the list. In the displayed confirmation window, click OK to complete the delete operation.

A DHCP Relay

Enter the relay server in the text box and click Save. You can click + to add another relay server.

DHCP Address Pool Static Address Pool DHCP Relay Client Binding

MNote: Please go to DHCP to enable DHCP server before enabling DHCP relay.

DHCP Relay1:| +

Save

N Client Binding

DHCP Address Pool Static Address Pool DHCP Relay Client Binding
@ Bind MAC to Dynamic IP X Delete Selected |P-based ,‘ | |

o IP MAC Lease Time Allocation Type Action

O 3.3.221.43 520c.123b.80be Waiting for allocation Dynamic Allocation | Delete
(] 3.3.25.86 520c.123b.9986 Waiting for allocation Dynamic Allocation | Delete
(] 3.3.244.15 520c.123b.58d8 Waiting for allocation Dynamic Allocation | Delete
] 3.3.31.238 520c.123a.fade Waiting for allocation Dynamic Allocation | Delete
] 3.3.224.229 520c.123b.c683 Waiting for allocation Dynamic Allocation | Delete
(] 3.3.166.172 520c.123a.eb88 Waiting for allocation Dynamic Allocation | Delete

® Binding a MAC address to a dynamically obtained IP address

Select a static address to be bound from the list, click Bind MAC to Dynamic IP. In the displayed confirmation window, click

OK to complete the operation.
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DHCP Address Pool

&2 Bind MAC to Dynamic IP X Delete Selected

o 1P

[m] 3.3.221.43
[m] 3.3.25.86

[m] 3.3.244.15
[m] 3.3.31.238
[m] 3.3.224.229

(] 3.3.166.172

Static Address Pool

MAC

520c.123b.80be

520c.123b.9986

520c.123b.58d8

520c.123a.fa3e

520c.123b.c683

520c.123a.eb88

® Batch deleting client bindings

DHCP Relay

Lease Time

Waiting for allocation
Waiting for allocation
Waiting for allocation
Waiting for allocation
Waiting for allocation

Waiting for allocation

Client Binding

Web-Based Configuration

IP-based v |

Allocation Type

Dynamic Allocation
Dynamic Allocation
Dynamic Allocation
Dynamic Allocation
Dynamic Allocation

Dynamic Allocation

[ [ [ o
B & 18 -
m m m m
- - - -
] [ 1] ]

o
-
m
-
]

Select static addresses to be deleted from the list, and click Delete Selected. In the displayed confirmation window, click OK

to complete the operation.

DHCP Address Pool

@2 Bind MAC to Dynamic IP X Delete Selected

(] IP

[m] 3.3.221.43
] 3.3.25.86

[m] 3.3.244.15
[m] 3.3.31.238
[m] 3.3.224.229

[m] 3.3.166.172

Static Address Pool

MAC

520c.123b.80be

520c.123b.9986

520c.123b.58d8

520c.123a.fa3e

520c.123b.c683

520c.123a.eb88

® Deleting a client binding

DHCP Relay

Lease Time

Waiting for allocation
Waiting for allocation
Waiting for allocation
Waiting for allocation
Waiting for allocation

Waiting for allocation

Client Binding

IP-based v |

Allocation Type

Dynamic Allocation
Dynamic Allocation
Dynamic Allocation
Dynamic Allocation
Dynamic Allocation

Dynamic Allocation

[ o [ [
18 - B 18
m m m m
- - - -
1] ] ] 3]

[
18
m
-
3]

Click Delete for a bound client in the list. In the displayed confirmation window, click OK to complete the delete operation.
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¢ Bind MAC to Dynamic IP X Delete Selected

o 1

(] 3.3.221.43
] 3.3.25.86
] 3.3.244.15
o 3.3.31.238
] 3.3.224.229
] 3.3.166.172
o 3.3.31.197
] 3.3.15.51

MAC

520c.123b.80be

520c.123b.9986

520c.123b.58d8

520c.123a.fa3e

520c.123b.c683

520c.123a.eb88

520c.123a.f970

520c.123b.7aa0

Searching for clients by IP address

Lease Time

Waiting for allocation
Waiting for allocation
Waiting for allocation
Waiting for allocation
Waiting for allocation
Waiting for allocation
Waiting for allocation

Waiting for allocation

| IP-based  v| | |

Allocation Type Action

Dynamic Allocation | Delete |
Dynamic Allocation | Delete |
Dynamic Allocation | Delete |
Dynamic Allacation | Delete |
Dynamic Allocation | Delete |
Dynamic Allocation | Delete |
Dynamic Allacation | Delete |
Dynamic Allocation | Delete |

Enter the IP address to be searched for in the search box and click Search. Search results that meet the search condition

are displayed in the list.

DHCP Address Pool

Static Address Pool

@2 Bind MAC to Dynamic IP X Delete Selected

o 1P

O 3.3.221.43
(] 3.3.25.86
(] 3.3.244.15
[m] 3.3.31.238
] 3.3.224.229

(] 3.3.166.172

MAC

520c.123b.80be

520c.123b.9986

520c.123b.58d8

520c.123a.fade

520c.123b.c683

520c.123a.eb88

1.3.3.4.5 VRRP Configuration

—+ Add VRRP

@ VRRP Group No.

] 2

Show No‘:| 10 v‘ Total Count:1

X Delete Selected

VRRP Port

Gi0/5

Adding a VRRP group

DHCP Relay

Lease Time

Waiting for allocation
Waiting for allocation
Waiting for allocation
Waiting for allocation
Waiting for allocation

Waiting for allocation

VRRP Group IP

6.6.6.6

Client Binding

VRRP Priority

100

: |P-based v:‘ |

Allocation Type

Dynamic Allocation
Dynamic Allocation
Dynamic Allocation
Dynamic Allocation
Dynamic Allocation

Dynamic Allocation

Action

I< First < Pre @ Next > Last 2 \I\ @
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Click Add VRRP. In the displayed Add VRRP window, set parameters and click Save. A setting success prompt is displayed
and the new VRRP group is displayed in the VRRP group list.

Add VRRP

Port: [

VRRP Group Number: [ * (Range: 1-255)

IP: [ +

Priority: [ 100 * (Range: 1-254)

Cancel Save

® Batch deleting VRRP groups

Select VRRP groups to be deleted from the list, and click Delete Selected. In the displayed confirmation window, click OK to
complete the delete operation.
® Editing a VRRP group

Click Edit for a VRRP group in the list. The displayed window shows information about the VRRP group. Edit the information
and click Save. A setting success prompt is displayed, indicating that the operation is complete.

® Deleting a VRRP group

Click Delete for a VRRP group in the list. In the displayed confirmation window, click OK to complete the delete operation.

1.3.3.5 Security

1.3.3.5.1 Rogue AP Containment

Rogue APs may exist on a WLAN, and may be vulnerable in security or controlled by attackers, seriously threatening or
endangering the security of the user network. The containment function enabled on the AC can attack rogue APs so that
STAs cannot associate with the rogue APs.

N Containment Settings
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Containment Settings Trusted Device List

NoteThe function detects and contans unsuthonzed or malicious APs (such a3 rogue AP, urauthorzed AP, sttacker-controlled AP, illegal bridge and unauthorized ad-hoc device)

0 protect users

Rogue AP Containment: ﬁ Monitor Service

{Scan All Nelghboring APs}

Containment Mode: [ SSID Mode: Contain APS not associatéd with the same AC while emitting same WIFI signal
1) AdHoc Mode: Contain APs emitting signals simulated by non-APs {such as AdHoc)
71 Rogue Mode: Contain APs according 10 RSS!

.1 CONFIG Mode: Contain APs by configuring the MAC address and the SSID blacklist manually Add MAC Address Add SSID

Blacktist
£) Enable Fuzzy Containment (%
Containment Range: @ Scan/Contain APs in the same channel as the current AP

2 Scan/Contain APs In all channels (consuming much resources}

On this page, enable or disable the rogue AP containment function of the AC.
® Enabling the monitoring mode of a specified AP
The containment function on an AP takes effect only after the AP is configured to work in hybrid mode or monitoring mode.

Monitor Service X

Note: The containment function takes effect only after the AP is enabled with monitor service. After the containment function is disabled, please restore the AP to

common mode.

=+ Batch Monitor AP-name-based v | |

(] AP Name IP MAC AP Mode
)] 001b.daad.8167 172.31.61.30 001b.daad.8167 Edit

(] 001b.daa4.816f 172.31.61.35 001b.daa4.816f Edit

(] ap740-1 172.31.61.203 9¢65.ee00.7040 Edit

Show No.:[ 10 _v] Total Count:3 KFirst <Pre (1) Next> Lastd [ 1](c0]

Click Edit for an AP in the list. The displayed window shows information about the AP. Edit the information and click Save. A

setting success prompt is displayed, indicating that the operation is complete.
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001b.daa4.8167 Monitor Mode

AP Mode: | Common Mode(The AP provides the access service)

Monitor Area: [ 2.4GHz Channel
] 5GHz Channel

Cancel Save

® Adding the MAC address of a wireless AP
MAC addresses added in Add MAC Address to be Configured are MAC addresses to be contained.
Click Add, enter the MAC address to be added, and click Save to complete the operation.

Add MAC Address to be Contained *

+ Add

Current MAC: 5669.561f.1292

®  Blacklisting an SSID

Click Add, enter the SSID to be blacklisted, and click Save to complete the operation.
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Add SSID Blacklist X

+ Add

(o | I

N Trusted Device List

After the rogue AP containment is enabled on an AC, unauthorized APs are contained. Some APs are trusted devices and

need special processing. You can configure the MAC address of a trusted device.

Click +Add below Trusted MAC to add the MAC addresses of multiple trusted devices.
Click +Add below OUI to add identifiers of multiple vendors.
Click +Add below SSID to add multiple WiFi networks.
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Containment Settings

NoteiThe following MAC addresses tomespond to trusted APs which wif not be contained
Trusted MAC:

000112111212 % | + A

ouk

goorI212.1212 < 4 Add

SSID:

32322332323 < 4 Add

1.3.3.5.2 Blacklist and Whitelist Configuration

N Blacklist & Whitelist
The access of wireless users can be controlled to allow or deny some specific users, to enhance the WLAN security.
A maximum of 1024 users are denied to access the WiFi network by default.

A maximum of 1024 users are allowed to access the WiFi network by default.

Specify the MAC address-based control type in List Type, that is, select the whitelist or blacklist.

Blacklist & Whitelist SSID-based Blacklist Dynamic Blacklist & Whitelist

Note: The function specifies the users allowed to access the WiFi or denied from accessing the WiFi. The MAC address is the hardware address of the client (such as laptop or mobile phone)

associated with the AP,

List Type: ® Deny MAC address from accessing WiFi (Blacklist)  © Permit MAC address to access WiFi (Whitelist)

+ Add User f Batch Import Users & BlackList Capacity MAC-based " ‘ |

[m] Remarks MAC Action

No Data Found

Show \J-::‘:\: 10 v| Total Count:0 < First < Pre Next Last > \ 1 _HGCJ

Current MAC: 001b.daa4.81ec

® Adding a user

Click Add User and enter the MAC address of a user. Multiple MAC addresses can be added.
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Add User

] MAC:[

Default Max Blacklist STAs: 1024

® Deleting a user

Click Delete for a user in the list. In the displayed confirmation window, click OK to complete the delete operation.

® Batch deleting users

Select multiple records in the user list and click Delete Selected to batch delete users.

®  Batch importing users

Click Batch Import Users. In the displayed window, click Download Template to download a template, enter data in the

template, and click Import to import the template.

Batch Import Users

Mote: It is recommended to download the template, fill in data and import the file.
Template: listen.scv Download Template List Capacity: 1024

e arm

®  Setting the blacklist capacity

Click BlackList Capacity. In the displayed window, enter the blacklist capacity and click OK. A setting success prompt is

displayed, indicating that the operation is complete.
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BlackList Capacity

BlackList Capacity: [ 1024 } (Range: 1-2048)

N  SSID-based Blacklist

Click Blacklist/Whitelist for an SSID to blacklist or whitelist the SSID.

Blacklist & Whitelist SSID-based Blacklist Dynamic Blacklist & Whitelist

Note: If you want to add a WiFi, please go to Add WiFi

SsID Action

XL_45_test Blacklist/Whitelist

Eweb 81EC2 Blacklist/Whitelist

huge test 1 Blacklist/Whitelist

EBonkwan Blacklist/Whitelist

bbb Blacklist/Whitelist

Show No.: Total Count5 [< First < Pre @ Next > Last 2

® Adding a user

Click Add User. In the displayed Add User window, enter an MAC address and click OK to complete the operation. Multiple
MAC addresses can be added.

Add User

Max STAs: 256

® Deleting a user
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Click Delete for a user in the list. In the displayed confirmation window, click OK to complete the delete operation.
®  Batch deleting users

Select multiple records in the user list and click Delete Selected to batch delete users.

®  Batch importing users

Click Batch Import Users. In the displayed window, click Download Template to download a template, enter data, and click

Import to import the template.

Batch Import Users

| Nete: It is recommended ta download the template, fill in data and import the file.
Template: listen.scv Download Template List Capacity: 256

e

®  Setting the blacklist capacity

Click BlackList Capacity. In the displayed window, enter the blacklist capacity and click OK. A setting success prompt is

displayed.

BlackList Capacity

BlackList Capacity: [ 2018 ] (Range:1-2048)

Max SSIDs: [ 1 ] (Range:1-128)

N Dynamic Blacklist & Whitelist

Add malicious attack sources to the dynamic blacklist to prevent their access.

Set Detection Mode to the required detection mode and enter the Time to Live (TTL) in Effective Time. A device is removed

from the blacklist when the specified effective time expires. Click Save to complete the operation.

Click Refresh to refresh the list.
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Blacklist & Whitelist SSID-based Blacklist Dynamic Blacklist & Whitelist

Note: With attack detection and dynamic blacklist function enabled, the AP adds the attack source to the dynamic blacklist automatically after identifying the attack. When the effective time runs
out, the attack source is removed from the blacklist automatically.

Detection Mode: [] Flood Attack Detection (] Spoofing Attack Detection [ Weak Initialization Vector Detection ] DDoS attack

Dynamic Blacklist: 1 On

Effective Time: | 300 ]+ (Range: 60-86400 seconds)

Save

= Refresh X Delete Selected

(m] Number MAC Effective Time Action

No Data Found
Show \-:-‘:[ 10 v| Total Count:0 K First Pre Next Last |I\ |E|

Select a blacklisted attack source from the list, and click Delete Selected. In the displayed confirmation window, click OK to

complete the delete operation.

Blacklist & Whitelist SSID-based Blacklist Dynamic Blacklist & Whitelist

Note: With attack detection and dynamic blacklist function enabled, the AP adds the attack source to the dynamic blacklist automatically after identifying the attack. When the effective time runs
out, the attack source is removed from the blacklist automatically.

Detection Mode: [ Flood Attack Detection [ Spoofing Attack Detection [ Weak Initialization Vector Detection [ DDo$ attack

Dynamic Blacklist: 1 On

Effective Time: | 300 ]« (Range: 60-86400 seconds)

Save

© Refresh X Delete Selected

(m] Number MAC Effective Time Action

No Data Found

Show \-:-‘:\: 10 v | Total Count0 K First Pre Next Last |I\ |E|

1.3.3.5.3 User Isolation

Communication between intranet users can be disabled to ensure network security and prevent unintended information
transmission, and to identify special users (who can communicate with each other) by username or MAC address.
User Isolation can be set to ON or OFF to enable or disable the communication between intranet users.

In Whitelisted MAC, click "X to delete the MAC address of a user, and click +Add to add the MAC address of a user.
Multiple MAC addresses can be added.
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Note: The function prevents users from communicating with each other without affecting their access to the network, ensuring service security.
Note: Only Layer-2 isclation is supported currently.

User Isolation:

User Type: [JUsers that connect to the same WiFi(Central forwarding mede) @ Users that connect to the different APs(Central forwarding mode)

Whitelisted MAC: |MAC‘

[[JUsers that connect to the same AP

Username:

Current MAC: 001b.daa4.81ec

Save

1.3.3.5.4 Attack Prevention

[JUsers that connect to the same AP and the same WiFi

+Add

Some malicious attacks often occur in the network environment. These attacks overload the switch, resulting in high CPU

usage and an operation failure of the switch.

Click ARP-guard List to display detected hosts encountering ARP attacks.

Click IP-guard List to display detected hosts encountering IP attacks.

Click ICMP-guard List to display detected hosts encountering ICMP attacks.

Click DHCP-guard List to display detected hosts encountering DHCPv4 attacks.

Click DHCPv6-guard List to display detected hosts encountering DHCPV6 attacks.

Click Display NFPP Log to display NFPP logs.
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ARP-guard: @ Enable ARP-guard, 50 as o prevent a large number of invalid ARP packets from attacking the device.
[ARP-guard List]

IP-guard: @ Enable IP-guard, so as to prevent hackers from scanning the entire network and consuming bandwidth.

[IP-gueard List]

ICMP-guard: @ Enable ICMP-guard, so as to prevent a large number of invalid ICMP packets from consuming bandwidth and CPU resources.
[ICMP-guard List]

DHCP-guard: @ Enable DHCP-guard, $0 as to prevent malicious requests from exhauwsting DHCP pooks and leaving legitimate users unable to access
the Internet.

[DHCP-guard List)

DHCPwh-guard: @ Enable DHCPYE-guard, 50 as to prevent malicious requests from exnausting DHCPVE pools and leaving legitimate users unable 1o
access the Intermet.

[DHCPvR-gueard List]
WD-guard: @ Enable ND-guard, so as to prevent Melghbor Discovery packets from consurning bandwidth.

Display MFPP Loge [Display MFPP Log]

“ | Restore Default Settings

1.3.3.5.5 ARP Binding

G2 Dynamic Binding > >Static Binding &8 Delete Selected 3 Manual Binding IP-based: | m
g w MAC Type
m 17231611 5869.6cdc.edal Dynamic Binding Dynamic Binding > >Static Binding
o 1maen 509a.4c42.¢941 Dynamic Binding Dynamic Binding> >Static Binding
7] 1723161.12 24117288 4b% Dynamic Binding Dynamic 8inding> >Static Binding
@ 172316152 9c65.2e00.7041 Dynamic Binding Dynamic Binding> >Static Binding
o 17231561007 6¢62.6dd5.96ba Dynamic Binding Dynamic Binding> >Static
@ 172315119 5869.6c62.6(45 Local ARP Entry ' Dynamic Binding> >Static Binding |
(7] 192.168.7.1 5869.6c62.6f45 Local ARP Entry Dynamic Binding > >Statlc Binding ‘
@ 192168101 5869.6¢62.6145 Local ARP Entry | Dynamic Binding> >Static Binding _[
@ 10112 5869.6c62.6f45 Local ARP Entry Dynamic Binding> >Static Binding |

Show No | 10 v | Total Count 9

®  Converting dynamic bindings into static bindings

XFist <Pre 1)

Next >
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In the ARP list, select one or more records, and click Dynamic Binding>>Static Binding to convert dynamic bindings into
static bindings.

® Deleting static bindings
In the ARP list, select one or more records, and click Delete Selected to delete static bindings.
®  Performing manual binding

Click Manual Binding. In the displayed Manual Binding window, enter an IP address and a MAC address and click OK. A
setting success prompt is displayed and the binding entry is displayed in the ARP
list.

Manual Binding

IP:[

MA.I’_'[

.

1.3.356 ACL

When receiving a packet, a device interface with an input ACL configured checks whether the packet matches an ACE in the
input ACL. When sending out a packet, a device interface with an output ACL configured checks whether the packet matches
an ACE in the output ACL.

Packets matching an ACE are processed (permitted or denied) according to the ACE.

N ACL List
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ACL List Time Object ACL Application
ACL List: | 11 v Add ACL ‘ Delete ACL + Add Access Rule X Delete Selected
(3] NO. Description Src IP/Wildcard Source Port Access Control Protocol DestIP/Wildcard DestPort Time Period Status Action
o 1 168.174.52.4/0.0.0.0 Permit All Time Active F—‘
Move
0 v D) 1 ](co]

® Adding an ACL

Click Add ACL. In the displayed Add ACL window, set parameters and click OK. A setting success prompt is displayed and
the new ACL is displayed in the ACL List drop-down list on the left.

Jor A e B

Add ACL X
i |

ACL Type: (& Standard ACL (Source-address-based Control)
) Extended ACL (Flow-based Control)
® MAC-based Extended ACL(Flow-based Control)

ACL Name: *

(o | I

® Deleting an ACL

Select the ACL to be deleted from the ACL List drop-down list and click Delete ACL. In the displayed confirmation window,
click OK to complete the delete operation.

® Adding an ACE

Select an ACL to which an ACE needs to be added from the ACL List drop-down list and click +Add Access Rule. In the
displayed window, set parameters and click OK. A setting success prompt is displayed and the ACE is displayed in the ACE
list.

® Editing an ACE

Click Edit for an ACE in the ACE list. The displayed window shows information about the ACE. Edit the information and click
OK. A setting success prompt is displayed, indicating that the operation is complete.

® Deleting an ACE

Select one or more records from the ACE list, and click Delete Selected. In the displayed confirmation window, click OK to

complete the delete operation.
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N Time Object

You can make an ACL available based on time, for example, make an ACL take effect in some time ranges in a week. For this,

you need to first configure a time object.

+ Add Time Object X Delete Selected

(1  Time Object Day Time Period Action
[m] 5 Monday 6:00-11:00

Show No.: Total Count:1

K First ~ { Pre @ Next > Last 2 E]

® Adding a time object

Click Add Time Object. In the displayed Add Time Object window, set parameters and click Save. A setting success prompt

is displayed, indicating that the operation is complete.

Add Time Object

Object Name: [

Time Period:

® Baich deleting time objects

Select time objects to be deleted from the list, and click Delete Selected. In the displayed confirmation window, click OK to

complete the delete operation.

® Editing a time object

Click Edit for a time object in the list. The displayed window shows information about the time object. Edit the information and

click Save. A setting success prompt is displayed, indicating that the operation is complete.

® Deleting a time object

Click Delete for a time object in the list. In the displayed confirmation window, click OK to complete the delete operation.

N ACL Application
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Configure ACEs and apply them to ports or WiFi networks, to restrict access of specific users or allow users to access
specific networks.

ACL List Time Object ACL Application

4+ Add ACL Application X Delete Selected

O ACL Number Port Direction Action

(] ACL12 Gio/1 Inbound

g 2 Gio/2 Inbound

o 21 Vian2 Outbound

g 2 Vian4 Outbound

(] 21 EWEB_WiFi_5G Inbound

g 21 Eweb 41FF3 Inbound

o 21 Eweb_41FF4 Inbound

Show No.: Total Count:7 KK First < Pre @ Next > Last 2

® Adding an ACL application

Click Add ACL Application. In the displayed Add ACL Apply window, set parameters and click Save. A setting success
prompt is displayed and the ACL is displayed in the ACL
list.

Add ACL Apply

ACL Number: [ 21

Port: [ Gio/A

Direction: [ Inbound

Cancel Save

® Deleting ACLs

Select one or more records in the ACL application list, and click Delete Selected to delete data. In the displayed confirmation
window, click OK to complete the delete operation.

® Editing an ACL application

1-91



Configuration Guide Web-Based Configuration

Click Edit for an ACL application in the ACL application list. The displayed window shows information about the interface to
which the ACL is applied. Edit the information and click Save. A setting success prompt is displayed, indicating that the

operation is complete.
® Deleting an ACL application

Click Delete for an ACL application in the ACL application list. In the displayed confirmation window, click OK to complete the

delete operation.

1.3.3.5.7 DHCP Security

DHCP Snooping can be set to ON/OFF to enable/disable the DHCP snooping function.
Click Display DHCP Snooping Info to display information about the bindings between users and IP addresses on the AC.
Set Trusted Port. The AC forwards only DHCP packets received by trusted ports.

Set Avoid IP Collision Within WiFi to specify the WiFi network on which IP collision prevention needs to be enabled. After
IP collision prevention is enabled, the AC filters STAs that associate with the WiFi network based on information about the
bindings between STAs and IP addresses.

Mote: This function enables only the trusted port to receive DHCP responses. It prevents unauthorized IP assignment and management while protecting users from ARP spoofing and
source IP address spoofing.

DHCP Snooping: @ [Display DHCP Snooping Info]
Trusted Port:  [OGI0/1 DGI0/3 OGIO/S DAgd

Avoid IP Collision Within 1111,EWEB_WiFi 5GEw [WiFi/WLAN Settings]
WiFi:

1.3.3.6 Authentication

1.3.3.6.1 Web Authentication

Web authentication is an identity authentication method for controlling user permissions for network access. This
authentication method does not need dedicated client authentication software and only a common browser can implement
identity authentication. Real-name authentication for Internet access is more convenient for user management. Web

authentication includes ePortal authentication and iPortal authentication based on the location of the authentication server.

N ePortal Authentication

When unauthenticated users access the Internet by using browsers, the access device forcibly redirects the browsers to a
specific website to perform authentication. When the portal (authentication pushing Web page) is configured on an

independent device other than an AC, ePortal authentication is used.
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® ePortalvl

Portal Server IP indicates the IP address of the authentication server.

Redirection URL indicates the redirection home page. To access the Internet, the browsers of unauthenticated users need
to be redirected to this home page for authentication.

SNMP Server is used for information exchanging between the SNMP server and the authentication server.

ePortal Authentication iPortal Authentication

Note: Authentication is based on Web to control users' access to the network. It requires no authentication firmware on the client. Instead, you can perform authentication on
common browsers.

Eportal Type: ® ePortalvl ) ePortalv2 (2)

Portal Server IP: l l ®
Redirection URL: l l *
Portal Key: | ruijie N

SNMP Server: [SNMP Server] *

SSID: v | [WIiFi/WLAN Settings]

---------------------------------- » Advanced Settings-——-----------

Portal Server IP

Run the ip { ip-address } command to configure the server IP address in template configuration mode.

Server access requests are allowed by the device and rate limiting can be performed on requests transmitted to the server.
Redirection URL

Indicates the URL to which a browser is redirected. It is usually set to the address of the portal authentication page.

Portal Key

Indicates the key for the communication between the device and the authentication server.

SNMP Server

When identifying that a STA is offline, the device notifies the portal server that the STA is offline. The server instructs the
device to delete user information via SNMP. The portal server displays the go-offline page to the STA.

Therefore, ePortal authentication needs the SNMP server.
SSID

Select a WiFi network to which ePortal authentication is to be applied.

A Currently, authentication is configured globally and cannot be specific to WLANS.

1-93



Configuration Guide Web-Based Configuration

® ePortalv2

Portal Server IP indicates the IP address of the authentication server.

Redirection URL indicates the redirection home page. To access the Internet, the browsers of unauthenticated users need
to be redirected to this home page for authentication.

SNMP Server is used for information exchanging between the SNMP server and the authentication server.

Click WiFi/WLAN Settings to add or modify WiFi networks.

ePortal Authentication iPortal Authentication

Note: Authentication is based on Web to control users’ access to the network. It requires no authentication firmware on the client. Instead, you can perform authentication on
common browsers.

Eportal Type: & ePortalvl @ ePortalv2 (@)

Portal Server IP:| 172.31.61.138 * [Other Server]

Redirection URL: | http://172.31.61.138/eportal/i *

Portal Key: | ruijie

Authentication Server:| All Servers v | [Radius Server Settings]

Accounting Server: | All Servers v

SNMP Server: [SNMP Server] *

SSID: v | [WiFi/WLAN Settings]

~ % Advanced Settings———————
Portal Server IP
Run the ip { ip-address } command to configure the server IP address in template configuration mode.
Server access requests are allowed by the device and rate limiting can be performed on requests transmitted to the server.
Redirection URL
Indicates the URL to which a browser is redirected. It is usually set to the address of the portal authentication page.
Portal Key
Indicates the key for the communication between the device and the authentication server.
Authentication Server
The AAA authentication method must be configured so that the ePortalv2 Web authentication function is applied successfully.

The authentication server list associates Web authentication requests with the RADIUS server. The device selects the

authentication mode and server according to the authentication server list.
Accounting Server

Accounting Server is mandatory. The AAA network accounting method must be configured so that the ePortalv2 Web
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authentication function is applied successfully.
The accounting server is used to associate the accounting mode with the server. The accounting function is required to

record user information or fees in Web authentication.

SNMP Server

SNMP Server is used for information exchanging between the SNMP server and the authentication server.
SSID

Select a WiFi network to which ePortalv2 authentication is to be applied.

® Advanced Settings

In Advanced Settings, set parameters and click Save. A configuration success prompt is displayed.

Advanced Settings X

Redirection HTTP Port: | 80

MAC Authentication Bypass: | w | Configure the

Anti-jitter Interval: During the interval suthenticsted users do not need to pass authentication

Set anti-jitter interval for S5I1D v | to | | second(s) (Range: 0-86400 Default: 300)

Escape: [ Enable

Kick Inactive Users Off: @ Enable

Over| 480

ft: 450) ,users whose traffic is not greater than | 0 MB

1000, Default: 7) will be kicked off!
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Whitelisted Network Resource:

IP: Mask: % §+Add

Whitelisted User IP:
125 Mask: X §+Add

Whitelisted MAC:
VIAC: " +Add

Whitelisted URL: [ Enable

Redirection HTTP Port

When a STA accesses network resources (for example, the STA accesses the Internet by using a browser), the STA sends
HTTP packets. The access/aggregation device intercepts the HTTP packets of the STA to determine whether the STA is
accessing network resources. When detecting that an unauthenticated user is accessing network resources, the device
prevents the user from accessing the network resources and displays the authentication page to the user. By default, the
network device intercepts HTTP packets with the port ID being 80 from users, to detect whether the users are accessing
network resources.

After the redirected HTTP port is set, the network device can redirect HTTP requests with a specific destination port ID from

users.
MAC Authentication Bypass

MAC-based client authentication exemption is generally used for authentication of devices such as printers. Select the WiFi

network to which the MAC Authentication Bypass (MAB) authentication is to be applied.

Anti-jitter Interval

Authenticated access users do not need to be verified within the anti-jitter interval, to enhance user experience. Specify the

anti-jitter WiFi network and time.

Escape

New access users are exempted from authentication when the configured portal server becomes unavailable.
Kick Inactive Users Off

After the online detection function is configured, if the traffic of a user is lower than a threshold within a specified period, the

device automatically kicks the user offline to prevent economic loss caused by continuous billing.

Whitelisted Network Resource
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Enter the IP address of the network resource server. All users including unauthenticated users can access this IP address. A

maximum of 50 entries can be configured.
Whitelisted User IP

Users with whitelisted IP addresses can access the Internet without authentication. A maximum of 50 entries can be

configured.
Whitelisted MAC

Users with whitelisted MAC addresses can access the Internet without authentication. A maximum of 50 entries can be

configured.

Whitelisted URL

Users can access these URLs without authentication. A maximum of 50 entries can be configured.
N iPortal Authentication

When unauthenticated users access the Internet by using browsers, the access device forcibly redirects the browsers to a
specific website to perform authentication.. When the portal (authentication pushing Web page) is embedded into an AC,

iPortal authentication is used.

Set parameters and click Save. A configuration success prompt is displayed.

ePortal Authentication iPortal Authentication

Download Template: Default Custom

Authentication Package: @ Default Package () Custom Package

Authentication Made . Use local user information ‘r. [Radius Server] [SNMP Server]

Use user information on the server preferentially

AR R d e UYse local user information preferentially
Use user information on the server only
Use local user information only
AD Push Mode: | Mo AD v |

SSID: | XL 246G » |

------------------------------------ » Advanced Settings--—-------

Save ‘ Clear |

Authentication Package

You can use the default authentication page or customize an authentication page. The authentication page provided by the

device is used by default.
Authentication Mode

The following authentication modes are available:
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® Use user information on the server preferentially

® Use local user information preferentially

® Use user information on the server only

®  Use local user information only

iPortal Server Port

Indicates the authentication page port of iPortal authentication. The default port ID is 8081.
AD Push Mode

AD Push Mode can be set to No AD, Display AD Before Auth, and Display AD After Auth. The default value is No AD.

AD Push Mode: | No AD v

SSID: Display AD Before Auth
Display AD After Auth

SSID

Select the WiFi network to which iPortal authentication is to be applied.

1.3.3.6.2 WiFi Access Authentication via WeChat

WiFi access authentication via WeChat is a solution to WiFi access authorization and authentication for conventional
businesses. It replaces conventional Web authentication that requires a username and password, and provides an entry to
an information display and AD position on the WeChat page for WiFi service providers that succeed in security authentication,

to increase their commercial values.

Currently, authentication types supported by the device include WiFi access authentication via WeChat 3.X, and WiFi access

authentication via WeChat + SMS-based authentication.

WiFi access authentication via WeChat is configured based on scenarios. WiFi access authentication via WeChat and
CWMP protocol can be configured in one-click mode. It is not recommended to configure WiFi access authentication via
WeChat in combination with the CLI (this function depends on the actual support status of the device).

Set parameters and click Save. Users can use WiFi access authentication via WeChat.

Click Clear to clear settings (configured through Web pages) for WiFi access authentication via WeChat.
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Mote: WeChat Auth i an suthentication solution that relisves wsers from the need of sntering usernames and passwords. Besides, it provides an &0 space on WeChat for WiFi sendice

prowiders
The following two futh modes are availables WiR duth 3x snd WiFi+5M5 Auth. (The defsult duth template is WeChat termplate)

Auth Server IP:| 33,33 ‘@
Auth Server Key: | nuijie ‘@
MNAS 1P| 5,432
Target WiFi: w | [WIFPWLAN Settings)

DM5: The DNS already exists [[MN5]

MASID: |
% Advanced Setting
Parameter Settings: [WeChat Auth Advanced Settings] [Whitelist Settings
SMS Authe  [WiFiDog Auth]lf you want to enable the SMS Auth as well, please go to WiFiDog Auth to configure WMC-cormalated authentication

“ : II' .

Auth Server IP

Indicates the IP address of the WeChat authentication server. The IP address 112.124.31.88 is provided by default and you

can modify this address.

Auth Server Key

Indicates the key for the communication between the device and the authentication server.
NAS IP

Indicates an IP address of the device for communicating with the WMC server.

Target WiFi

Indicates the WiFi network to which authentication via WeChat is applied.

DNS

Indicates the DNS for communicating with an external network.

® WeChat Auth Advanced Settings

WeChat Auth-Advanced Settings

Escape Clients Function aj' View Escape Clients

Seamless Auth: a}

® Advanced Settings
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Advanced Settings X
Redirection HTTP Port: | 80 | (Range: 1-65535) Please use ' to separate port numbers. You can configure up to 10 port
numbers.
MAC Authentication Bypass: | e | (Configure the Radius server to apply this function to the WiFi configured with dotix

authentication) This is a kind of MAC-based authentication exemption and mainly used for the authentication of devices such as

printers.

Anti-jitter Interval: During the interval suthenticated users do not need to pass authentication again.lt is active for $51Ds enabled with Web

authentication.
Set anti-jitter interval for S5I1D v to | | second(s) (Range: 0-86400 Default: 300)
Escape: [ Enable
Kick Inactive Users Off: @ Enable
Cwver . 480 | min (Range:1-65535. Default: 450) users whose traffic is not greater than . 0 | MB

(Range:0-4000. Default: 0) will be kicked off!

Whitelisted Network Resource: Al usersfincluding unauthorized users) can access the server IP address. You can configure up to 50 IP addresses.

1P | Mask| | ¢ HAdd

Whitelisted User IP: The user can access the network without authentication. You can configure up to 50 IP addresses.

IP{ | Maski | ¢ HAdd

Whitelisted MAC: The user can access the Internet without authentication. You can configure up to 50 MAC addresses.

. +Add
MAC: | |x

Whitelisted URL: [ Enable

Save Clear

The parameters above are the same as those for Advanced Settings of Web authentication and are not described again.

1.3.3.6.3 WiFiDog Authentication

Unauthenticated users can be redirected to the authentication page for authentication.
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Mote: WiFiDog authentication enables new users to be redirected to the authentication page

Redirection Mode:

[ )
[ ]
[ ]
Gateway 1 4 ]
[ ]
[ ]

[WiFi/WLAN Settings]

3 Advanced Settings

® Adding a WiFiDog authentication server

Click Add Authentication Server. In the displayed Add Server window, set parameters and click OK. A setting success

prompt is displayed and the new authentication server is displayed in the server list.

Add Server

Portal Server IF: [

Redirection URL: |

NA’SIP:[

Gateway |D: | |

Redirection Mode: l .I

SEID: [ . ] [WIFi/WLAN Settings]

et |

Portal Server IP

Indicates the IP address of the portal server.

Redirection URL

Indicates the authentication page URL of the portal server.

NAS IP
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Set the access service IP address of the WiFiDog-supported device so that the server communicates with the device through
this IP address.

Redirection Mode

It can be set to HTTP protocol redirection or JavaScript redirection. JavaScript redirection is used by default.
Gateway ID

Indicates the gateway ID used by the WiFiDog protocol. It is the serial number of the device by default.
SSID

Select the WiFi networks to which WiFiDog authentication is to be applied.

® Deleting a WiFiDog authentication server

Click Delete for a WiFiDog authentication server in the list. In the displayed confirmation window, click OK to complete the

delete operation.

=+ Add Authentication Server

ServerIP  Redirection URL NASIP GatewayID Redirection Mode  SSID Action

3333 http//3.333/indexhtm 4444 34 http
Show No.: Total Count:1 K First < Pre @ Next > Last 2

® Editing a WiFiDog authentication server

Click Edit for an authentication server in the server list. In the displayed Edit Server window, set parameters and click OK. A

setting success prompt is displayed and the server is displayed in the server list.

Edit Server

Portal Server IP: [ 3333

Redirection URL: | hitp://3.3.3.3/indexhtm

NAS IP: | 44.4.4 | *
Gateway ID: [ 34 ]
Redirection Mode: | hitp .
SSID: | v | IWIFI/WLAN Settings]
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1.3.3.7 Optimization

13371 WIS

After the WIS function is enabled, the device can detect the network operation status, identify possible problems on the
network, provide warnings, and send them to a specified server. Then, users can view the status of the device, network
condition, user experience, and other information in the WIS system.

A Your AC may not support this function and the actual menu items shall prevail.

The WIS page provides guidance on how to interconnect an AC to the WIS system.

Note:WIS provides one-click diagnosis, one-click optimization and mobile O&M service
Process Please go to WIS Official Website to create an account and follow the instructions to access WIS
WIST URL: http://wis.ruijienetworks.com

WIS IN Access Flowchart

E‘j
o} [ 1 4 Local Ac 7 ) Q
-a 11 s & ol @
SignUp  Create Project _ Enter Project Info Add AC MAC  Configure AC Use WIS

wis.ruijie.com.cn WIS M URL

1.3.3.8 Solution

1.3.3.8.1 E-bag Configuration

The E-bag function is mainly applicable to E-bag solutions in schools. With the balancing function enabled, users can access

the network smoothly and are not kicked offline when using the E-bag.

A Optimization
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Optimization Group Access Associated Control Domain

Mote: Optimization aims to optimize the network performance based on the network environment test in the E-bag scenario.

AP Name IP MAC SsiD Action
Radiol:
EWEB WiFi
@@138-2
5869.6cbb.dcbe 172.30.102.114 5869.6cbb.dcbe Radio2: E-bag Settings
EWEB_WiFi
@@138-2
Show No.:[ 10 v| Total Count:1 I< First < Pre @ Next > Last | 1 | GO |

® E-bag Optimization

On the E-bag Optimization tab page, set parameters and click Save.

5869.6cbb.dcb6ecE-bag X

E-bag Optimization Monitoring

Note: Optimization aims to optimize the network performance based on the network environment test in the E-bag scenario.

SSID 12 e wiFi |t WiFi Settings

Online Clients:| | * (Range: 1- 256 )

Max 5G Clients:|

E (Range: 0- 100 ) Click to learn more

Advanced Settings

Advanced Settings

On the Advanced Settings page, set parameters and click Save.
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Advanced Settings X

]

Mote: If you want to improve the experience, please chooss Advanced Settings. If the E-bag service is unavailable, pleasa sat the

communication mode to Multicast.

Channel )
radiolChannel: & '
radic2Chanmel: | 153 v
Clients (7
radiolClients: 156 (Range: 1-156)

Save
®  Monitoring
E-bag Optimization Monitoring
= Channel Usage = Online Clients Details
Current status is normal Current status is mormal
— Speed Summary Details — RSS5| Summary Details
Current status is normal Current status is normal

N Group Access

Group Access can be set to ON/OFF to enable/disable the function of controlling a STA to access a specific WiFi network.

Configure user bindings as well as the data of the primary user and secondary users.
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Optimization Group Access Associated Control Domain
Note: The function allows you to specify a primary user for a group of users (secondary users). The secondary users will access the same WiFi as the primary user. In general, it is =
. applied in the school scenario (for example, the E-bag application). To activate the function, please configure at least one Associated Control Domain
Group Access: m
i Primary User MAC:
i 6622.2266.6622
i Number of Secondary _I_
| 2Ean X Delete | |
Optimization Group Access Associated Control Domain
Note: The function allows you to specify a primary user for a group of users (secondary users). The secondary users will access the same WiFi as the primary user. In general, it is =
. applied in the school scenario (for example, the E-bag application). To activate the function, please configure at least one Associated Control Domain
Group Access: m
i Primary User MAC: I
i 6622.2266.6622
| Number of Secondary _I_
| 2Ean X Delete | |

® Adding a STA package

Click + . In the displayed Add MAC window, set parameters and click Save. A setting success prompt is displayed and

the new STA package is displayed in the associated control domain list.

Add MAC X

I J| + Add
3Set to Primary User  &3Primary User {53Set to Primary User

Current Device MAC: 001b.daa4.81ec

Cancel Save

® Deleting a STA package
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Click Delete. In the displayed confirmation window, click OK to complete the delete operation.

Note: The function allows you to specify a primary user for a group of users (secondary users). The secondary users will access the same WiFi as the primary user. In general, itis
. applied in the school scenario (for example, the E-bag application). To activate the function, please configure at least one Associated Control Domain

Group Access: m

Primary User MAC:
6622.2266.6622
Number of Secondary

_I_

£Edit X Delete | |

4

®  Editing a STA package

Click Edit. In the displayed Edit MAC window, edit parameters and click Save. A setting success prompt is displayed and the

modified STA package is displayed in the associated control domain list.

Optimization Group Access Associated Control Domain

Edit MAC

001100220032 x| I
&¥Primary User ¥Set to Primary User &}Set to Primary User

Current Device MAC: 001b.daa4.8Tec

Cancel Save

N Associated Control Domain

Optimization Group Access Associated Control Domain

| Nete: If you want to activate the configuration on the Group Access page , please configure at least one control domain.
+ Add Domain X Delete Selected

(m] Control Domain Name Member AP Action
(m] www.google.com 0074.9¢85.176a(Offline)
Show No.: Total Count:1 I First < Pre @ Next > Last 2 [j

® Adding an associated control domain

1-107



Configuration Guide Web-Based Configuration

Click Add Domain. In the displayed Add Control Domain window, set parameters and click Save. A setting success prompt
is displayed and the new associated control domain is displayed in the associated control domain list.

Optimization Group Access Associated Control Domain

Add Control Domain

Domain Name: [

Member AP: [

Cancel Save

® Baitch deleting associated control domains

Select associated control domains to be deleted from the list, and click Delete Selected. In the displayed confirmation
window, click OK to complete the delete operation.

Optimization Group Access Associated Control Domain

+ Add Domain X Delete Selected

(] Control Domain Name Member AP Action
(] www.google.com 0074.9c85.176a(0Offline)
Show No.: Total Count:1 I First < Pre @ Next > Last [j

®  Editing an associated control domain

Click Edit for an associated control domain in the list. The displayed window shows information about the associated control
domain. Edit the information and click Save. A setting success prompt is displayed, indicating that the operation is complete.
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Edit Control Domain

Domain Name:[ a2y vy

Member AP:[ WS6512-1

WS6512-1(0

Cancel Save

® Deleting an associated control domain

Click Delete for an associated control domain in the list. In the displayed confirmation window, click OK to complete the
delete operation.

Optimization Group Access Associated Control Domain

MNote: If you want to activate the configuration on the Group Access page , please configure at least one control domain.

+ Add Domain X Delete Selected

(] Control Domain Name Member AP Action
O wwwoooglecom 0074.9¢85.1763(0ffline)
Show Nn.: Total Count:1 K First < Pre @ Next > Last 2 E

1.3.3.9 Advanced

1.3.3.9.1 Unicast/Multicast

Three communication modes are supported: broadcast, multicast, and unicast.

Broadcast: It is generally used for broadcast teaching in classrooms. The teacher client (multicast) and student client are in
the same broadcast domain. Multicast (broadcast) packets are directly pushed in the broadcast domain and multicast
packets do not need to be transmitted across devices or network segments.

Multicast: This communication mode is generally used in universities and colleges. A multicast video server is deployed and
pushes broadcast packets to the entire university or college in multicast mode.

Unicast: Information is received and transmitted between two nodes.

The following parameters need to be configured in multicast mode:

Dynamic Aging Time(s): If a multicast entry is not updated within the aging time, it ages and is deleted.

Query Interval(s): Configures the time period of Ignore Query Timer, so that a port is not aged within this period.

Proxy Server: Indicates the layer-3 proxy device. After it is selected, configure the IP address of the layer-3 device.
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VLAN-based Multicast: Select a VLAN on which the multicast function needs to be enabled. The multicast function may be
enabled on all VLANS.

See the figure below.

Simple Multicast: It is used to broadcast learning in classroom situations. PCs for students and teachers are in the same broadcast domain. Multicast packets are sent in the
broadcast domain without the need to cross over different devices and segments.
Standard Muticast:|t is applied in school-wide broadcast in colleges that have their own multicast video servers.

Communication Mode: O Broadcast  @Multicast  ©Unicast

Dynamic Aging Time(s): . 260

Ignore Query Timer: (] Enable

Query Interval(s): |

Response Time(s): |

Proxy Server: [ IP:
VLAN-based Multicast: [ All
OVid=1 [Vid=30

Multicast-to-Unicast Conversion:

Save

1.3.3.9.2 Multicast Gateway

The multicast gateway is mainly used for the projection from an iOS-based client to an iOS-supported server, such as the TV

box.

N Bonjour Info

Bonjour Info Multimedia Gateway

Note: Multimedia gateway supports multimedia projection from an i0S-based client to an i0S-supported server, .g. Apple TV box.

Multimedia Gateway: ) Enable

| Server List
= Refresh Search by Server Name: | ‘
Server Name Server IP Supported Service Timeout(s)
testsever 192.168.1.1 43
Show \]:‘E‘ Total Count:0 K First < Pre Next Last |I\
® Search

Select the client MAC address, client IP address, or server name from the drop-down list, enter a corresponding value in the
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search box, and click Search to search for clients that meet the search condition.

- =

| Client List
= Refresh Search by Client MAC v H
Client MAC Client IP Server Name Server IP Status Action
No Data Found
< First Pre Next Last [1][s0]

Show No.: [ 10 v] Total Count:0

® Reset
Click Reset to reset the search condition.

A Multicast Gateway

Multimedia Gateway

Bonjour Info
Note: Multimedia gateway supports multimedia projection from an i05-based client to an iDS-supported server, 2.9, Apple TV box.

Multimedia Gateway a'
Wired Discovery Wireless Discovery Action
»

| Policy Settings
-+ Add Policy X Delete Selected
[1 Policy Name Apply Globally Apply to VLAN Applyto L3 Port VLAN-Supported Service VLAN
o 2 No Null Null Disabled Null Enable Enable
< First Pre 'j\‘ Next Last [1][c0]

|
Show No.:[ 10 v'\ Total Count:1

Enabling/Disabling configuration
Multimedia Gateway can be set to ON/OFF to enable/disable the multimedia gateway function.

Multimedia Gateway

Bonjour Info
Note: Multimedia gateway supports multimedia projection from an i0S-based client to an i0S-supported server, e.g., Apple TV box.

Multimedia Gateway m'
Wired Discovery Wireless Discovery Action
»

| Policy Settings
-+ Add Policy X Delete Selected
[1 Policy Name Apply Globally Apply to VLAN Applyto L3 Port VLAN-Supported Service VLAN
o 2 No Null Null Disabled Null Enable Enable
I First Pre l:j:" Next Last |1 HGC)|

‘
Show No.: [ 10 v] Total Count:1

Adding a policy

°
Click Add Policy. In the displayed Add Policy window, set parameters and click OK. A setting success prompt is displayed

and the new policy is displayed in the policy list.
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Add Policy

Policy Name:

VLAN-Supported: (] Enable

Wired Discovery: Enable

Wireless Discovery: Enable

® Batch deleting policies

Select policies to be deleted from the list, and click Delete Selected. In the displayed confirmation window, click OK to
complete the delete operation.

®  Applying a policy

Click Apply for a policy in the list. The displayed window shows application information of the policy. Edit the information and
click OK to complete the operation.

®  Editing a policy

Click Edit for a policy in the list. The displayed window shows information about the policy. Edit the information and click OK.
A setting success prompt is displayed, indicating that the operation is complete.

Edit Policy

Policy Mame: | 232323

V0LAM-Supported: [0 Enable

Wired Discovery: @ Enable

Wireless Discovery: @ Enable

| Service List

Service Settings

Camilas Masss

® Deleting a policy

Click Delete for a policy in the list. In the displayed confirmation window, click OK to complete the delete operation.
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®  Service Settings

The Service Settings button on the Edit Policy page is the service settings entry.

Service Settings

Mote: The service includes default service and custom service. The defaultservice can only be edited while the custom service can be edited, added and deleted

=+ Add Custom Service

Service Name Service Instance Status

_airplay._tcp
_appletv-v2._tcp
_home-sharing._tcp
_apple-mobdev._tcp
itunes _daap._tcp Enable
_dacp._tcp
_apple-mobdevZ. tcp
_ipp._tcp
_pdl-datastream._tcp
_printer._tcp

scanner. tcp

airplay Enable

® Adding a custom service

Search by Service Type:| All

3

Type Action

Default Service
Default Service

Click Add Custom Service. In the displayed Add Custom Service window, set parameters and click OK. A setting success

prompt is displayed and the new service is displayed in the service list.

Service Settings

Add Custom Service

Service Name: [ ]

Service Instance: [ ] +Add

Service Status: [ Enable /f the service is enabled, please add at least one service instance.

®  Searching for services

Select a search condition from the drop-down list and click Search to search for services that meet the search condition.

1-113



Configuration Guide

Web-Based Configuration

Note: The service includes default service and custom service. The defaultservice can only be edited while the custom service can be edited, added and deleted

+ Add Custom Service

Service Name

airplay

Service Instance

_airplay._tcp

Search by Service Type: . All

Status Type

Enable Default Service

_appletv-v2._tcp
_home-sharing._tcp
_apple-mobdev._tcp

itunes

_daap. tcp

Enable Default Service

_dacp._tcp
_apple-mobdevZ._tcp
_ipp._tcp
_pdi-datastream._tcp
_printer._tcp

scanner. tcp

Action

-
'| Search |

® Editing a service

Default service instances in the default service cannot be modified or deleted, and only custom service instances can be

modified and deleted.

Click Edit for a service in the list. The displayed window shows information about the service. Edit the information and click

OK. A setting success prompt is displayed, indicating that the operation is complete.

Edit Service

Service Name:

Service Instance:

Service Instance:

Service Status:

[y ]

|. _airplay._tcp | +Add

| _appletv-v2. tcp | X Delete

@ Enable i the service is enabled, please add at least one service instance.

3

® Deleting a custom service

The default service cannot be deleted, and only custom services can be added or deleted.

Click Delete for a custom service in the list. In the displayed confirmation window, click OK to complete the delete operation.
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MNote: The service includes default service and custom service. The defaultservice can only be edited while the custom service can be edited, added and deleted

+ Add Custom Service Search by Service Type:| All v |
Service Name Service Instance Status Type Action
airplay :::;E::f\:r_—t\f;_tcp Enable Default Service | Delete |

_home-sharing._tcp
_apple-mobdev._tcp
itunes _daap._tcp Enable Default Service
_dacp._tcp
_apple-mobdev2. tcp
_ipp._tcp
_pdI-datastream._tcp
_printer._tcp
scanner. tcp e

A Whether this function is supported is subject to actual products.

1.3.4 Diagnosis

1.3.4.1 Network Diagnosis

1.3.4.1.1 Network Diaghosis

A Connectivity Test

When the network malfunctions, you can test the network connectivity to facilitate troubleshooting.

Connectivity Test Ping Tracert

& Port Status
@ AC-AP Connection Status

& Internet Connection Status

Test Again

Port Status
The system detects whether an interface of the AC is in the up state.
AC-AP Connection Status

The system detects whether an AP is online on the AC.
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Internet Connection Status

The system detects whether the AC is reachable to an external network by pinging 114.114.114.114, or pinging 8.8.8.8 if the
AC is deployed abroad.

A  Ping

Connectivity Test Ping Tracert

Ping Type:  Not via Management Port v

Dest IP/Domain Name: *
Timeout Interval(s): | 2 Range: 1-10
Repeat Times: | § Range: 1-100
Packet Size(Bytes): | 100 Range: 36-18024
Fragment: & Enable
Test

Ping Type

Sets the outband channel. It is supported only on MGMT-supported devices. When a MGMT interface is configured as a

source interface, Ping Type must be set to via Management Port, or otherwise, set to Not via Management Port.
Dest IP/Domain Name

Indicates the address or domain name to be pinged.

Timeout Interval(s)

Indicates the timeout interval.

Repeat Times

Indicates the number of data packets to be transmitted.

Packet Size(Bytes)

Indicates the length of the data padding section in a data packet to be transmitted.

Fragment

Indicates the DF flag bit of an IP address. When the DF flag bit is set to 1, data packets are not fragmented. The DF flag bit is

0 by default.

N Tracert
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Connectivity Test Ping Tracert

Tracert Type: | Not via Management Port v |

Dest IP/Domain Name: | | *

Timeout Interval(s): | 2 |

Tracert Type

Sets the outband channel. It is supported only on MGMT-supported devices. When a MGMT interface is configured as a

source interface, Tracert Type must be set to via Management Port, or otherwise, set to Not via Management Port.
Dest IP/Domain Name

Indicates the Tracert destination address or domain name address.

Timeout Interval(s)

Indicates the timeout interval.

1.3.4.2 One-click Collection

The one-click collection function collects device fault information for troubleshooting.

A Your AC may not support this function and the actual menu items shall prevail.

Note: One-Click Collection is used to collect fault information for troubleshooting.

One-Click Collection

1.3.4.3 Packet Capture and Diagnosis

This function captures packets to collect diagnosis data when a device malfunctions.
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Note: The default file size, packet number and capture interval are 2M, 1024 and 10min respectively. Packet capture stops automatically when any of the settings is met.

File Name: =

Set Capture Point:
+ Add Capture Point <+ Add Rule

Packet Capture Point Packet Capture Rule Interface Action

Ne Data Found

Show No.: Total Count:0 [ First < Pre Next > Last 2 @

--------------------------------- » Advanced Setting

Status: Waiting for Capture

Begin Capture

®  Starting packet capture

Set parameters on the page below and click Begin Capture to start packet capture.

Note: The default file size, packet number and capture interval are 2M, 1024 and 10min respectively. Packet capture stops automatically when any of the settings is met.

File Name: | 232323 |+

Set Capture Point:
—+ Add Capture Point 4+ Add Rule

Packet Capture Point Packet Capture Rule Interface Action
22 32 Gios3 [ Delete |
Show No.:|_ 8 v_| Total Count:1 K First < Pre (‘I: Next > Last 2 \ 1 |[co]|

"""""""""""""""""" » Advanced Settings

Status: Waiting for Capture

Begin Capture

Parameter description:

File Name

Indicates the name of the file for storing captured packets.
Packet Capture Point

Indicates a point for capturing packets.

Storage Path

Indicates the path for storing the file.

File Size(M)
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Indicates the buffer size.

Packets

Indicates the number of captured packets.

Capture Interval(Min)

Indicates the packet capture timeout time. The device automatically stops packet capture after the timeout time expires.
®  Stopping packet capture

Click End Capture to stop packet capture.

® Downloading a file

Click Download File to download the packet capture file to a PC.

Note: The default file size, packet number and capture interval are 2M, 1024 and 10min respectively. Packet capture stops automatically when any of the settings is met.

File Name:[ 232323 ] *

Set Capture Point:
= Add Capture Point == Add Rule

Packet Capture Point Packet Capture Rule Interface Action
223 33 Gio/3
Show No.: Total Count:1 K First < Pre @ Next > Last E]

"""""""""""""""""" » Advanced Setting:

Status: (%) Capture is complete. Please download the file.

Begin Capture End Capture Download File Clear File

® Clearing afile

Click Clear File In the displayed window, click OK to clear the packet capture file of the device.

® Are you sure you want to delete
the file?

cancel m
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® Adding a capture point

Click Add Capture Point. In the displayed Add Capture Point window, set parameters and click Save. An adding success

prompt is displayed.

Add Capture Point X

Capture Point Name: [ ] =

Interface: [ v ] *

Capture Rule: [ Add Rule ']

Rule Name: [ ] =

L2 Protocol: [ any v ]

Dest MAC: [ ]
Src MAC: [

Capture Point Name

Indicates the name of the capture point.

Interface

Indicates the name of the interface for capturing packets.
® Editing a packet capture point

Click Edit for a capture point in the capture point list. In the displayed Edit Capture Point window, set parameters and click
Save. An editing success prompt is displayed.

Edit Capture Point

Capture Point Name: [ 223

Interface: [ Gio/3

Capture Rule: [ 33 v] Edit Rule

L2 Protcx:ﬂl:[ any -]

Dest MAC: [ ]

Src MA(::[
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The parameters for editing a capture point are the same as those for adding a capture point and are not described again.

® Deleting a capture point
Click Delete for a capture point in the list. In the displayed confirmation window, click OK to complete the delete operation.

<+ Add Capture Point < Add Rule

Packet Capture Point Packet Capture Rule Interface Action

Show No.: Total Count:1 I First < Pre @ MNext > Last A :

®  Setting packet capture rules

Click Add Rule. In the displayed Add Rule window, set parameters and click Save. An adding success prompt is displayed.

Add Rule

Capture Rule: [ Add Rule

Rule Name:

L2 Protocol: | any

Dest MAC

[
[
[
[

Capture Rule

Specifies to add or edit a rule.

Rule Namelndicates the name of the match rule.
L2 Protocol

Indicates the type of the layer-2 protocol.

Dest MAC

Indicates the destination MAC address.

Src MAC

Indicates the source MAC address.

L3 Protocol
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Indicates the type of the layer-3 protocol.

Dest IP (Port)

Indicates the destination port of the layer-3 TCP/UDP protocol.
Src IP (Port)

Indicates the source port of the layer-3 TCP/UDP protocol.

® Deleting a packet capture rule

Select the packet capture rule to be deleted from the Capture Rule drop-down list and click Delete Rule. In the displayed

confirmation window, click OK to complete the delete operation.

Add Rule X
Capture Rule:| 33 ¥
LZ Protocol: | any v'
Dest MAC: |
Src MAC: |

1.3.4.4 Log

1.3.4.4.1 System Log

Configure the syslog log function to help after-sales and R&D personnel locate problems.
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| Enable Syslog Logging: @

Enable Syslog Logging: @' I, Export Log

| System Log (show log)

C Update Log Background Color: (] [l IR

Syslog logging: enabled
Console logging: level debugging, 613 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 613 messages logged
File logging: level informational, 612 messages logged
File name:syslog.txt, size 128 Kbytes, the 6 file is currently being written
Standard format:false
Timestamp debug messages: datetime

Timestamp log messages: datetime

Sequence-number log messages: disable

1.3.4.5 Wireless Intrusion Detection

1.3.45.1 Rogue AP

Rogue APs may exist on a WLAN, and may be vulnerable in security or controlled by attackers, seriously threatening or

endangering the security of the user network.

The tables below list possible rogue APs that are identified after the containment function is enabled based on different

containment modes.

SSID-based mode: The system identifies signals with the same SSID sent by wireless devices associated with different ACs

and performs containment on the signals.

Containment Mode: | Contain APs not assaciater ¥ | | Refresh Every One Minute ¥ | Clear Rogue AP 551D-based: |

ssID MAC Channel Rate(Mbps) RSSI ~

No Data Found

Show No.:[ 10 v | Total Count0 < First Pre Next Last [ 1][s0

AdHoc mode: The system contains the signals simulated and sent by non-APs (such as AdHoc signals).
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| Refresh Every One Minute ¥ | Clear Rogue AP SSID-I:ased:| |

SSID MAC Channel Rate(Mbps) RSSI <

Containment Mode: | Contain APs with signalss ¥

No Data Found

Show No.:|' 10 v'| Total Count:0 K First < Pre MNext > Last 2 |I| |§|

Rogue mode: The system contains signals based on the RSSI.

| Refresh Every One Minute ¥ | Clear Rogue AP SSID-based: |

SSID MAC Channel Rate(Mbps) RSSI <

Containment Mode: | Contain APs with RSSI higl ¥

No Data Found
Show No.:|' 10 v'| Total Count:0 K First < Pre MNext > Last 2 |I| |§|

Config mode: The system contains APs with MAC addresses or SSIDs that are blacklisted.

Containment Mode: | Contain APs added manuz ¥ | Refresh Every One Minute ¥ | L@ EER 0[R2 SSID-based:| |

SSID MAC Channel Rate(Mbps) RSSI ~

No Data Found

Show No.:[ 10 v| Total Count:0 K First < Pre Next > Last > |I| |§|
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1.3.5 Maintenance

1.3.5.1 AC Management

1.3.5.1.1 AC Upgrade

Note: Please download the corresponding firmware version from the official website, and then upgrade the device with the following tips.
Tips: 1. Make sure that the firmware version (main program or Web package) matches the device model. 2. The page may have no response during upgrade. Please do nat power off or restart
until an upgrade succeeded message is displayed.

Download Firmware: Check for Later Version & Download (3

File Name: Upgrade ‘Cancel

Select the BIN package used for upgrade from the administrator PC to upgrade the AC.

1.3.5.1.2 Branch AC Upgrade
The branch AC upgrade is available on the central AC. It is used to upgrade branch ACs in a unified manner to improve
efficiency.

Click Upgrade for an AC in the AC list to upgrade a single online AC. You can also select multiple online ACs and click
Upgrade Selected to batch upgrade the ACs, or click Upgrade All to upgrade all online ACs.

I, Firmware Management 1 Upgrade Selected 1, Upgrade All ‘ Search by AC Name v ‘wm
[ ACName IP Address MAC Address Model Firmware Status < Upgrade Result Action
backup ap 172.31.193.45 Unregistered
Show No ‘ 10 v| Total Count:1 < First Pre :j: Next Last ‘ 1 ‘ [GO:‘

Firmware Management
Click Check for Later Version & Download to download a version from the official website.
Click Browse to upload a version from the local device to perform the upgrade.

BIN List displays a list of existing versions of the device.
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Firmware Management

Download Firmware: Check for Later Version & Download @) (Note: Please ensure that the browser is connected to the Internet.)

Upload File:
| BIN List

File Name File Size Updated on

No Data Found

Show No.: Total Count:0 K First < Pre Next > Last 2 @

Batch upgrading ACs

In the AC list, select multiple ACs and click Upgrade Selected. In the Upgrade Selected window, click Select File to select
a file for upgrade.

Upgrade Selected

Upgrade Mode: [ Mandatory Upgrade

Model ACs Upgrade Package Action

w1
Show No.: Total Count:1 I First € Pre @ Next > Last X [I]

Upgrading all ACs

Click Upgrade All. In the displayed Upgrade All window, select Browse to select a file for upgrade.
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Upgrade All

Upload File:

Upgrade Mode: [ Mandatory Upgrade (3

[m] File Name File Size Updated on

No Data Found

1.3.5.1.3 AC Restart

Click Restart to restart the device conveniently.

Note: Click ‘Restart’ to restart the device. Please wait a few minutes and the page will be refreshed after restart.

1.3.5.1.4 License Management

License management is used to protect the legitimate interest of authorized users. Licenses are used to control the upper limit
of APs supported by an AC. Different devices have different upper limits of supported APs and different license types, and

licenses of different types are embodied differently. The actual licenses supported by devices shall prevail.

A Whether this function is supported is subject to actual products.

This page shows the license usage of an AC.
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Note: Installing a license enables an AC to manage more APs. First Log into eWeb and enter an SN and a license code to get a license file. Then download the license file and upload the file on this
page.
Unbinding License: The license is no longer available for this device once being unbound. You need to apply to the PA system for unbinding the license. Afterwards, the license can only be used on

other devices.

Max AP Count: | 320 ]

License AP Count: 32

Obtained Licenses: 0

Online AP(s): 2.0(0 LIC-8(such as AM3528(EP}), 0 LIC-4(such as ANM5528), 0 LIC-2(such as AM3514), 2 Common APs, 0 LIC-0.5(such as Satellite AP) , 0 WALL APs)

Available AP(s): 3 LIC-8(such as AM5528(EP)) or 7 LIC-4{such as AM5528) or 15 LIC-2(such as AM5514) or 30 Common APs or 60 LIC-0.5(such as Satellite AP) or

638 WALL APs

Add License by: © Activation Code @ License SN

File Upload: m [How to get license file]

License management is performed based on the activation code mode and license SN mode.

The figure below shows the license SN mode.

Note: Installing a license enables an AC to manage more APs. First Log into eWeb and enter an SN and a license code to get a license file. Then download the license file and upload the file on this

page.
Unbinding License: The license is no longer available for this device once being unbound. You need to apply to the PA system for unbinding the license. Afterwards, the license can only be used on

Max AP Count: | 320 ]

License AP Count: 32

other devices.

Obtained Licenses: 0

Online AP(s): 2.0(0 LIC-8(such as AM3528(EP}), 0 LIC-4(such as ANM5528), 0 LIC-2(such as AM3514), 2 Common APs, 0 LIC-0.5(such as Satellite AP) , 0 WALL APs)

Available AP(s): 3 LIC-8(such as AM5528(EP)) or 7 LIC-4{such as AM5528) or 15 LIC-2(such as AM5514) or 30 Common APs or 60 LIC-0.5(such as Satellite AP) or

638 WALL APs

Add License by: © Activation Code @ License SN

File Upload: m [How to get license file]

The figure below shows the license mode.
AP Count Action

Activation Code

No Data Found

Show No:[_10_v] Total Count0 KFist < Pre Next > Last

View License Info @

® Displaying the unbinding information in the PA system
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In the PA system application information unbundling X
License auth code = L =«
L74719468737COBG6A05209AT75TCEABG575555555556555555656585D57555B785782508850765A8355855 l;

574719468A57CA25A8955918480578D5555555555555659565B5C5E565E785782598859765A8355855 L

S74719468A57CA25A8955918480578D55555555555556595A58575759587857825088509765A8355855 L

575719468A57CA25A8955918480578D555555555555565E5B575B555B57785782598859765A8355855 L

575719468A57CA25EB8A568F8480578D55555555555555575D5D59575B55785782598859765A8355855 L

L75719468A57CA25B8A568F8480578D55555555555555575D5D59575B55785782598859765A8355855 L

B75719468737COBO6A0S29A757CoAB65 7555550555588 0ARVSCEBRCTRE 782598859 705A8355858 L
575719468737CO9B00A0520A757C5AB6575555555555555558575C5B5C785782598859765A8355855 L
4 »
Show No.:[ 10 | Total Count:8 " First < Pre 'I Mext » Last 2l |I| | GO |

1.3.5.1.5 Configuration Management

N Backup

This function enables you to back up the configuration file on the device, and import or export configurations to batch perform
operations, thereby facilitating user operations.

Backup Restore Charset

Note: Please don't close or update the page during import, or import will fail. If you want to apply the new settings, please restart the device on this page, or the settings will not take effect.

File Name: ‘ Export Current Settings | ‘ Export AP-config Settings

N Restore

Click Display Current Settings to display the current configurations.
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Backup Restare Charset

Note: Note: After the device is reset to the factory default settings, all settings will be cleared. Please Export Current Settings before resetting the device.

Restore Factory Settings

Display Current Settings

Clear the configurations to restore the system to the initial state. Use the IP address in the factory settings to access the
Web-based management system.

N Charset

Backup Restore Charset

Note: The current charset is the default charset. Please set the charset of terminal tool (e.g., SecureCRT) to be the same.

Selected Charset:| Default v |

Selected Charset is set to GBK, UTF-8 or Default. It is recommended to set it to UTF-8 for the Web-based management
system and keep consistent with the system charset on SecureCRT or other terminal tools. Otherwise, garble may occur.

1.3.5.1.6 System Time

Set the system time of the time zone where the device is located, so that the device information is clear.

Current Time: 2018-6-26-16:19:30

Reset Time: | 2018-06-26 16:19 O]

Time Zone: | UTC+8(Beijing, CCT) v

Time Synchronization: [J Automatically synchronize with an Internet time server(Please make sure that you have configured the correct DNS Server)

Save

1-130



Configuration Guide Web-Based Configuration

1.3.5.1.7 Country Code Configuration

Note: If the RF port is configured with a country code, it takes effect. If not, the country code configured globally will take effect.

Country Code: ‘ CN(China) ~

Save

Configure the country code for the device. The country code is global. If another country code is set for an online AP, the
global country code does not take effect.

1.3.5.1.8 Log Server

The device sends local logs to the server for storage. History logs are stored for ease of query.

Server Logging can be set to ON/OFF to enable/disable the server log function.

Mote: Local logs are sent to the corresponding server in order of priority level. Higher the level is, sooner the log is sent. The highest level is level 0 and the lowestis 7.

~
Server Logging: @},‘

Server IP: | T.1.1.1 |

Logging Level: | Informational(6) v |

Save

1.3.5.1.9 DNS

Domain names can be dynamically parsed only after a DNS server is configured.

DNS Server 1:| 114.114.114.114 | X
DNS Server 2:| 1253.3.3 | x
DNS Server 3: | 88.8.8 |+

Save
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1.3.5.2 AP Management

1.3.5.2.1 AP Upgrade

An AC manages APs. Multiple APs can be upgraded simultaneously through the Web page, which is convenient.
Click Upload Firmware to upload the firmware version.

Auto Upgrade can be set to ON/OFF to enable/disable the automatic upgrade of

APs.
1, Upload Firmware Auto Upgrade:@:" (¥ Manual Upgrade AP-name-based: | | Reset |
()] AP Name Model MAC Firmware Version Action
No Data Found
Show No :|E\ Total Count:0 First Pre Next Last \II |E|
® Search

Enter a search condition in the search box and click Search to search for items meeting the search condition.
® Reset

Click Reset to reset the current list.

® Upgrading a single AP

Select an AP in the AP list and click Upgrade. In the displayed Upgrade AP window, select or upload the .bin file for
upgrade.
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Upgrade AP

Upload File:

File Mame File Size Modification Date
552BEF bin A5.9MB 2018-6-28 02:55:01

7525T.hin 10.3MB 2018-6-28 09:54:52 Use this file for upgrade

Show Moz[ 10 v | Total Count:2 KFiest <Pre (1) Mext > Lastd [ 1

®  Upgrading an AP manually

Click Manual Upgrade. In the Manual Upgrade window, upgrade the AP manually.

= AP Name Model MAC Firmware Version Action

No Data Found

Show No.: Total Count:0 K First < Pre Next > Last 2
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Manual Upgrade X
Serial:| ap_serial_1 *
Firmware: | Click to select a bin * Select firmware bin
Model: | v|F®
Hardware Version: | 1% v | * Enter a hardware version
Add Cancel ‘
Series Model Firmware Version Hardware Version Action
ial 0 AP110-W,AP120-W,AP130-W,MAP552(SR),AP130(L),AP220-1,AP220-SI,AP220- AP installbi !
aP_SENall o AP220-EAP220-E(M)-V2, ~nstatlbin x —
| Delete |
Show No.:| 10 v | Total Count:1 < First ¢ Pre ':'i:' Next dordast ot [ 1 ] | GO:\ -

1.3.5.2.2 Bandwidth Control of an AP Upgrade Group

Configure an upgrade group and restrict the upgrade bandwidth to reserve sufficient bandwidth during AP upgrade, so that

network performance is not greatly affected by the AP upgrade.

A Your AC may not support this function and the actual menu items shall prevail.

Note: To configure upgrade groups and limit upgrade bandwidth leaves sufficient bandwidth for AP upgrade and smooth service.

+ Add Upgrade Group X Delete Selected

[J  Upgrade Group Name Member AP Action
0 2 0074.9¢85 1762 [ e J
Show No:[_10_v] Total Count:1 st <pre (1) Next > Lastd [ 1

® Adding an upgrade group

Click Add Upgrade Group. In the displayed Add Upgrade Group window, set parameters and click Save. A setting success

prompt is displayed and the new upgrade group is displayed in the upgrade group list.
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Add Upgrade Group

Upgrade Group Name: [

Concurrent APs: [ 5 * Range: 0-200

Upgrade Bandwidth(kB): [ % Range: 810240

Member AP: [ v F

Upgrade Group Name

Indicates the name of an AP upgrade group.

Concurrent APs

Indicates the number of APs that can be upgraded simultaneously.
Upgrade Bandwidth (kB)

Indicates the bandwidth used for the AP upgrade.

Member AP

Indicates member APs in the upgrade group.

® Batch deleting upgrade groups

Select upgrade groups to be deleted from the list, and click Delete Selected. In the displayed confirmation window, click OK
to complete the delete operation.

® Editing an upgrade group

Click Edit for an upgrade group in the list. The displayed window shows information about the upgrade group. Edit the
information and click Save. A setting success prompt is displayed, indicating that the operation is complete.

Parameters for editing an upgrade group are the same as those for adding an upgrade group and are not described again.
® Deleting an upgrade group
Click Delete for an upgrade group in the list. In the displayed confirmation window, click OK to complete the delete operation.

Note: To configure upgrade groups and limit upgrade bandwidth leaves sufficient bandwidth for AP upgrade and smooth service.

+ Add Upgrade Group X Delete Selected

] Upgrade Group Name Member AP Action
(] 11 5869.6ce9.100e
Show ND.: Total Count:1 K First < Pre @ Next >  Last
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1.3.5.2.3 AP Restart/Factory Settings Restoration

This function is used to restart an online AP and restore factory settings.

Mote: You can restart the online AP or restore the online AP to factory setting.

& Restart AP 2 Restore Factory Settings AP-name-based '| | | | Reset |
(] AP Name AP Group IP MAC Stauts Action
O 5528EP layerac 172.30.102.137 00d0.f822.6787 Online ( Restore Factory Settings |
O 5869.6cbb.dcbe Default 172.30.102.114 5860.6cbb.dc6e Online ( Restore Factory Settings |
Show No:( 10 v Total Count:2 <rist <pre (1) Next> tast) [ 1](c0]

® Restarting an AP

Click Restart AP for an AP in the AP list to restart the AP.

® Restoring factory settings

Select an AP in the AP list and click Restore Factory Settings to restore the factory settings of the AP.

® Batch restarting APs

Select multiple records in the AP list and click Restart AP to batch restart APs.

®  Baitch restoring factory settings

Select multiple records in the AP list and click Restore Factory Settings to batch restore factory settings of APs.
® Search

Select AP-name-based or other items from the search drop-down list, enter a search condition in the search box, and click
Search to search for required records.

L] Reset

Click Reset to reset the search condition.

Note: You can restart the online AP or restore the online AP to factory setting.

D Restart AP D Restore Factory Settings AP-name-based '| | | | Reset |
[ AP Name AP Group IP MAC Stauts Action
] 5528EP layerac 172.30.102.137 00d0.f822.6787 Online Restart AP | Restore Factory Settings |
@ 5869.6¢bb.dcbe Default 172.30.102.114 5869.6cbb.dcbe Online Restart AP | Restore Factory Settings |
Show No.:( 10 ] Total Count2 KFirst <Pre (1) Next> Lastd [ 1][GO]
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1.3.5.3 Network Management Configuration

1.3.5.3.1 Web-based Configuration Management

N  Admin Password

To enhance the system security and information interaction security, you need to change the default password of the system.

On the Admin Password tab page, enter the old password, new password, and confirm password, and click Save.

Admin Password Basic Settings Permissions

Username: admin

Old Password |

New Password: |

Confirm Password: |

Save

A\ Basic Settings

Configure the device location to better inspect devices and facilitate device management. Set the timeout time. When you do

not perform operations on the system for long, the Web-based system automatically exits to ensure your system security.

Web Access Port: Indicates the access port. It needs to be added when you access the Web-based system from a browser.
Login Timeout: Indicates the timeout time.

Device Location: Indicates the device location. Setting this parameter facilitates management.

Admin Password Basic Settings Permissions

Web Access Port: | 80

Login Timeout: | 2 hours v |

Device Location: | f&ﬁyﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬂ

AN Permissions (permissions granting)

Users in a system can be grouped, and permissions for WLANS, APs, and AP groups can be granted to different groups. In

this way, users in different role groups have different permissions for WLANs, APs, and AP groups.

Note: A page shown in the figure below is displayed if a product supports the permissions granting function.
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Admin Password Basic Settings Permissions

Note: Permissions Granting is disabled by default. If it is disabled, all administrators have AP and WiFi permissions. If it is enabled, all administrators have AP and WiFi permissions
~ based on configuration except super administrator
. Permissions Granting: Disabled[Enable]

+ Add Admin X Delete Selected Username-based: :]

)] Username < Role = Action
[=] @ 3 Super Admin
. —— o 1
gmn T @ X 0w
022 fe @ X
Show No.: Total Count:2 IK First < Pre @ Next » last 2
O L0 564 %o ® X

® Enabling/Disabling permissions granting

The permissions granting function takes effect only after being enabled.

Permissions Granting Settings

P . 4
Permissions Granting: '\E

® Adding arole

Arole can be added in three steps: adding a role, granting AP permissions, and granting WiFi permissions, to complete the

role permission granting and role allocation at a time.

A common administrator of a role has all AP permissions and WiFi permissions of this role after login. Users without the AP

permissions and WiFi permissions are not allowed to access the APs and WiFi networks.
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Add Role x

R.nlehlanml

Member: | . ]

Grant AP Permissions X

AP Group Name: All AP Groups
AP Group
............................................................ fo Grant AP Permissions g Revoke

[=] Lo All AP Groups AP-name-based ¥ H ]
1 da3 No @e
L Default Forbidden (] AP Name IP MAC Permissions Granted Action
L ff No Ze @ oooooo 222222222222 No
o test No Show No.: Total Count:1
O xF No fe

1 +=F2 No fe I< First < Pre @ Next > Last 2
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Grant WiFi Permissions

Note: If you need to add a WiFi, please go to WLAN/WIF| Settings

Zg Grant WiFi Permissions

O SsID
1111

EWEB_ WiFi 5G
Eweb 41FF6
Eweb 41FF7

Eweb 41FF8

0 O O O O oO

Eweb 41FF9

(=] Curnb A1CCIN

® Deleting arole

“& Revoke

Permissions Granted

Mo

No

No

No

No

No

=3

SSID-based: |

3

e

Action

Grant

Grant

Grant

Grant

Grant

o
=
] 3
=3

Click Delete above the role list or click Delete behind a role in the role list. In the displayed confirmation window, click OK to

delete the role.

MNote: Permissions Granting is disabled by default. If it is disabled, all administrators have AP and WiFi permissions. If it is enabled, all administrators have AP and WiFi permissions

based on configuration except super administrator

Permissions Granting: Disabled[Enable]

Role

- O U Super Admin
0@
oQon
0o 22
[0 [0 564

®  Granting AP permissions to a role

o
]
e
fo

d D P

X X X X

+ Add Admin X Delete Selected Username-based: | | | Reset |
o Username < Role = Action
o n 1 ( Delete |
] wijr | Delete
Show No.:[ 10 v Total Count:2 KFirst <Pre (1) Next > last) [ 1][G0]

Click the AP permission granting icon for a role in the role list. The Grant AP Permissions window is displayed.
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Mote: Permissions Granting is disabled by default. If it is disabled, all administrators have AP and WiFi permissions. If it is enabled, all administrators have AP and WiFi permissions
based on configuration except super administrator
Permissions Granting: Disabled[Enable]

+ Add Admin ¥ Delete Selected Username-based:| | | Reset |

Role (Delete |

- O Super Admin

.

o Username = Role = Action

O 11 1 | Delete |

@ @1 fe @& X

oD@n %o ® X o wr | Delete |

Om22 fe @™ X — - S
Show No.:| 10 | Total Count:2 KFirst <Pre (1) Next last > | 1 |[GO]

0 [ 564 fo ® X I -

In the AP group list, select a group and click the authorization icon to grant permissions to the AP group or click the
revocation icon to revoke permissions of the AP group.

In the AP list of an AP group on the right side, select multiple APs and click Grant AP Permissions to batch grant
permissions to APs or click Revoke to batch revoke permissions of the APs.
In the AP list of an AP group on the right side, click Grant for an AP to grant the operation permissions over this AP to the role,

or click Revoke to revoke operation permissions over this AP from this role.

Role11 Grant AP Permissions X

Note: If you want to edit or add an AP/AP group, please go to AP Settings

AP Group Name: All AP Groups

AP Group
Zo Grant AP Permissions g Revoke

—| L All AP Groups | AP-name-based v || | | Reset |

[ da3 No fe

| Default Forbidden [J AP Name IP  MAC Permissions Granted Action

o ff No fe )] [alalalalala] 222222222222 No
S Now e Show \1'3-1|E| Total Count:1 I First < Pre ':'i_:' Next Last > |I| |§|
[ No fe

L FE2 No fe

®  Granting WiFi permissions to a role

In the role list on the left side, click the WiFi permission granting icon for a role. The Grant WiFi Permissions window is
displayed.
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Mote: Permissions Granting is disabled by default. If it is disabled, all administrators have AP and WiFi permissions. If it is enabled, all administrators have AP and WiFi permissions
based on configuration except super administrator
Permissions Granting: Disabled[Enable]

+ Add Admin X Delete Selected Username-based: | | | Reset |

Role (Delete |

- O U Super Admin

o Username = Role = Action

o n 1 [ Detete |

0 E1 %o ® X

omn fo @ X o wir | Delete |

022 fe ® X JE— : I
Show No.:( 10 | Total Count:2 KFirst <Pre (1) Next> Llastd [ 1 ](c0]

0 L 564 o & X R BN

In the Grant WiFi Permissions window, select multiple WiFi networks and click Grant WiFi Permissions to batch grant

WiFi permissions, or click Revoke to batch revoke WiFi permissions.

Click Grant for an SSID in the list to grant the WiFi operation permission to this role, or click Revoke to revoke the WiFi
operation permission from the

role.

Role11 Grant WiFi Permissions X

Note: If you need to add a WiFi, please go to WLAN/WIF| Settings

“g Grant WiFi Permissions %g Revoke SSID-based: ‘

(] SsSID Permissions Granted
O 1111 No
(1 EWEB WiFi 5G No
O Eweb 41FF6 No
O Eweb 41FF7 No
O Eweb 41FF8 No
Role11 Grant WiFi Permissions X

Note: If you need to add a WiFi, please go to WLAN/WIFI Settings

g Grant WiFi Permissions %@ Revoke SSID-based: . |

(] SSID Permissions Granted Action
] 1111 No
O EWEB_WiFi_5G No
O Eweb 41FF6 No
] Eweb 41FF7 MNo
@ Eweb 41FF8 Mo
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® Displaying administrators of a role

In the role list on the left side, select a role. The role and administrator members are updated on the right side.

Note: Permissions Granting is disabled by default. If it is disabled, all administrators have AP and WiFi permissions. If it is enabled, all administrators have AP and WiFi permissions
 based on configuration except super administrator
' Permissions Granting: Disabled[Enable]

Role Name:1
e O | =+ Add Admin X Delete Selected Usemame-based:S
[=] @ &3 Super Admin
O Username = Action
Ow1 fe ® X
T o e x s
foe ® X
e ’ Show No: [ 10 v | Total Count:1 KFirst <Pre (1) Next > Last M
O [ 564 foe @™ X

®  Adding an administrator

Click Add Admin. In the displayed Add Admin window, set parameters and click Save. A setting success prompt is
displayed and the new administrator is displayed in the administrator list.

USBFI\BI'I'IIE':|

Hewl"au.wd:|

Conflrm Password: |

Role: | 1

Menu Permissions: B L8 Pages

Note: After the permissions granting function is configured, administrators have default permissions, as shown in the figure

below.
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Add Admin

Mew Password: ‘

Confirm Password: ‘

Role: ‘ 1

Menu Permissions: =[] LAl Pages
[} Config Wizard
[ Monitoring
[1Config
[ Diagnosis
[ 1Maintenance

| Cancel

Username

Indicates the administrator account.

New Password

Indicates the password of the administrator.
Confirm Password

Indicates the password for confirmation.

Menu Permissions

|

Indicates the pages allocated to the administrator for management.

Role

Indicates the management group role to which the administrator belongs.

® Deleting an administrator

Web-Based Configuration

X

Click Delete for an administrator in the list. In the displayed confirmation window, click OK to complete the delete operation.
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MNote: Permissions Granting is disabled by default. If it is disabled, all administrators have AP and WiFi permissions. If it is enabled, all administrators have AP and WiFi permissions
based on configuration except super administrator
Permissions Granting: Disabled[Enable]

Role Name:1

Role | Delete ‘

=+ Add Admin X Delete Selected Username-based: |—| |'E'|
-] @ 3 Super Admin - -
@01 2 ® X [J  Username = Action
oon fo @ X o m |De|ete|
o oo Show I'\|C'-:|E| Total Count:1 I First < Pre :‘I: Next > Last |I| |§|
O O 564 fo @ X

® Batch deleting administrators

Select multiple records and click Delete Selected. In the displayed confirmation window, click OK to complete the delete
operation.

®  Editing an administrator

Click Edit for an administrator in the list. The displayed window shows information about the administrator. Edit the
information and click Save. A setting success prompt is displayed and the administrator is displayed in the administrator list.

1.3.5.3.2 Telnet

To enhance the system security and information interaction security, you need to configure the Telnet function.
New Password: Indicates a new password.

Confirm Password: Indicates the password for confirmation.

'\\.\

Telnet Service: ﬁ;‘
~

SSH Service: ﬁ},‘

Mew Password: |

Confirm Password: |

Save
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1.3.5.3.3 Web Console

The Web console function is similar to the Telnet function and you can configure any command on the console. However, the

Web console function does not support commands in shell mode, telnetting to APs, or batch refresh of commands.

Console Output: Background Color:[] 1l 1R

Ruijie#

Command Input: | | Clear Screen

1.3.5.3.4 SNMP

The Simple Network Management Protocol (SNMP) provides a method for collecting network management information from

devices on the network. It can be used to manage a considerable quantity of network devices.

SNMP Version: Indicates the SNMP version. The fields to be configured vary with the SNMP

version.

Note: Either SNMPv2 or SNMPv3 is supported

SNMP Version: @ v2 O v3

Device Location: | fff |

SNIMP Community: | 124. | *

¢ must be the same as the SNMP Community.

Trap Community: | 124,

Trap Receiver Address: [12.3.3.3

Save | Clear
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1.35.35 CWMP/MACC

The CPE WAN Management Protocol (CWMP) is used by a server to manage, configure, and monitor ACs, APs, routers, or
switches.

The CWMP enables a device to interconnect to the cloud platform or other servers for management.

A Your AC may not support this function and the actual menu items shall prevail. When a device is interconnected to a
server over CWMP, a correct DNS server needs to be configured so that the device correctly parses the domain name
of the server. Therefore, check whether a correct DNS server is configured.

Click DNS server behind Note to redirect to the related configuration page.
Set parameters and click Save.

Moke: The server implements the CPE WA
Hote: DMS server address is required for CWRAPR cene

A o

Server URL: | httpy/fdevicereg ruijienstwork *

Server Username:
Server Password:
Device LIRL:
Device Username:
Device Password:

CPE infoarm interval{s): | 300

CWMP

Indicates whether to enable CWMP.

Server URL

Indicates the server address.

Server Username

Indicates the server username, which can be used for verification.

Server Password

Indicates the server password, which can be used for verification.

Device URL

Indicates the device URL, which can be used for active connection within the server LAN.

Device Username
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Indicates the device username, which can be used for verification.
Device Password

Indicates the device password, which can be used for verification.
CPE Inform Interval(s)

Indicates the interval for connecting to the server, that is, heartbeat packet interval.

1.3.6 Other Functions

1.3.6.1 Favorites

After you add frequently configured functions to favorites, you can click menu items in the favorites and configure the

functions rapidly next time.

) Currently, a maximum of ten menu items can be added to favorites.

® Adding to favorites

Select a required menu and drag it to Favorites.

"% Favorites o
| Traffic Tendency Gi/s v | Kbps v
) Ruijie 7| |_\
AC . ModelWS5708  SN:1234942570002
® TX Traffic RX Traffic
AC Overview . 150
Lacation: AC_LOCATION
AppTraffic Overview MAC Address: 1414.4b23 41 120
Firmware Version: AC_ RGOS 11.9(0)B1
= AP » - 90
Hardware Version: 1.0
60
SSTA ’ Booted an/Uptirme: 2018-06-26 10:50:15 /0 d 06 h 26 min 34 5
320
~ SysTime: 2018-06-26 17:25:48
% DHCP »
Licenses: Total 128 / Used 0 0
17:24:00 17:24:30 17:25:00 17:25:30  17:2545
o 1.10% Last 300s | Last 1h | Last 72h 51.9x
CPU Usage Memory Usage

® Canceling favorites

Click Favorites to display the favorites list. Select a menu item from the list and click the deletion icon. Confirm the delete

operation to delete the menu item from the favorites.
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@ Favoribes .

Attack Protection Ruijie | TraffeTendency | Gwys  v) | Mowe @

o e ® ModebWESTDR  SRE1ZI4REISTO00R
o TH TraiSic @ A Teaffic

Yom can drag and drop the

e T Feieines Locations &7 |LOCATION

AL Doedvien =

WAL Addvess TE1&LLZ3 AN

ApoTratlic Cverview Farrrvaet Weriian! AC_RGOS 115016)
Hardwane Version: 113 .
& ap " -
Booted oryliptime: 2018:06-26 105515 / (r D5 |h 32 min 07 3 :
B sta ' SpaTime: 200B06-26 17:3821 w ‘
Licerinc Tatal 128 / Usad 8 ¢ — = —r— ) iy
= DHCP . 172%30 173000 30 1hngn 173108

1.20« Larst 300s | Last 1h | Last 72h 52.0«
CPU Usage Merrony Lisage
. W
0 - e i
"

1.3.6.2 Fast Query Menu
There are increasing functions in the system. The fast query menu helps users rapidly search for required functions.

Enter a search condition in the search box on the home page. A list of records meeting the search condition is rapidly

displayed. Click a function to redirect to the function page.

1.3.6.3 More Functions of the System

® Displaying the current account

The current account is displayed in the upper right corner of the home page. The current account is admin, as shown in the
figure below.

Z Monitoring & Config % Diagnosis % Config Wizard & 2 admin ~

Online Service

Note: To configure upgrade groups and limit upgrade bandwidth leaves sufficient bandwidth for AP upgrade and smooth service. Simplified Chinese

Logout
+ Add Upgrade Group X Delete Selected

® Online Service

1-149



Configuration Guide Web-Based Configuration

Click the current account icon in the upper right corner. A function drop-down list is displayed. Click Online Service when
you need to seek

Online Service

Note: To configure upgrade groups and limit upgrade bandwidth leaves sufficient bandwidth for AP upgrade and smooth service. Simplified Chinese

Logout
+ Add Upgrade Group X Delete Selected

help.
® Language switching

Click the current account icon in the upper right corner. A function drop-down list is displayed. The second item is used for
language switching. If the system is in Chinese, click English to switch to the English edition; if the system is in English, click
Simplified Chinese to switch to the Chinese edition.

Z Monitoring & Config % Diagnosis % Config Wizard & 2 admin ~

Online Service

Note: To configure upgrade groups and limit upgrade bandwidth leaves sufficient bandwidth for AP upgrade and smooth service. Simplified Chinese

Logout
+ Add Upgrade Group X Delete Selected

The language switching item is displayed based on actual requirements. If only Chinese is supported, this item is not
displayed. It is displayed only when both Chinese and English are supported.

®  Exiting the system

Click the current account icon in the upper right corner. A function drop-down list is displayed. Click Logout and click OK to
exit the system.

Online Service

Note: To configure upgrade groups and limit upgrade bandwidth leaves sufficient bandwidth for AP upgrade and smooth service. Simplified Chinese

Logout
+ Add Upgrade Group X Delete Selected

1.3.6.4 Help Information

When users are unfamiliar with system functions and need help information, click to query required information.
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= = Monitoring & Config % Diagnosis ¥ Maintenance Enter a search term  ( % ConfigWizard & Rad

| Traffic Tendenc Gi0/8 '.‘ ‘ Kbps ¥
& Ruijie A R B
Model: WS6812  SN: 1234942570021
Kbps ® TX Traffic ® RX Traffic
AC_LOCATION &0
123412341239 500

AC_RGOS 11.9(0)0,

Release(05211912) 400

113 300

2018-09-19 03:07:38 200

1d01h33min16s
100

2018-09-20 04:41:14 .
Time

0

Licenses: Local 128 / Backup 0 / Assigned 0
04:30:17 04:39:30 04:40:00 04:40:30 04:41:00 0441112
o 0.20+ Last 3005 | Last 1h | Last 72h 30.0%
CPU Usage Memory Usage

1.4Configuring the Web Server

The Web service is enabled on an AC by default and the default IP address of the Web service is 192.168.110.1. The

following describes how to enable the Web service on the CLI.

Configuration Description and Command
enable service web-server Enables the Web service.
ip address (Optional) Configures an IP address.
Configuring the Web Server (Optional) Configures the username and
webmaster level username password password for logging in to the Web-based

management system.

Configuration Steps

N Enabling the Web Service

® Mandatory.

® Configure the Web service on an AC.

N Configuring an IP Address

® Optional.

N Configuring the Username and Password for Logging In to the Web-based Management System

® Optional.

® When the Web service is enabled, the administrator account/password (admin/admin) and guest account/password
(guest/guest) are created by default. Both the accounts and passwords can be changed. Users can also create other

Web-based management accounts.

Verification
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Log in to the Web-based management system by using the configured IP address and Web-based management account and

password to check whether the login is successful.

Related Commands

N Enabling the Web Service

Command enable service web-server [ http | https | all ]

Parameter http | https | all: Enables the related service. http enables the HTTP service, https enables the HTTPS

Description service, and all enables both HTTP and HTTPS services. Both HTTP and HTTPS services are enabled by
default.

Command Global configuration mode

Mode

A  Configuring an IP Address

Command ip address ip-address ip-mask
Parameter ip-address: Indicates the IP address.
Description ip-mask: Indicates the network mask.
Command Interface configuration mode

Mode

A Configuring the Username and Password for Logging In to the Web-based Management System

Command webmaster level privilege-level username name password { password | [ 0 | 7 ] encrypted-passw
Parameter privilege-level: Indicates the user binding permission level, which includes level 0, level 1, and level 2. A
Description default super administrator account (admin) has level O permissions, a guest account (guest) has level 2

permissions, and other accounts created manually have level 1 permissions.
name: Indicates the Web-based management account.
password: Indicates the password of the Web-based management account.
0 | 7: Indicates an encryption type of the password. O indicates no encryption, and 7 indicates simple
encryption. The default value is 0.
encrypted-password: Indicates the password text.
Command Global configuration mode
Mode
Usage Guide = N/A

Configuration Example

N Configuring the Web Server

Configuration Enable the Web service.

Steps
Configure the management IP address of the device. Set the default management VLAN to VLAN 1.

Configure the IP address of VLAN 1 and ensure that users can ping the management IP address

successfully from their PCs.
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Ruijie# configure terminal

Ruijie (config) #enable service web-server

Ruijie (config) # webmaster level 0 username test password test
Ruijie(config) #interface vlan 1

Ruijie (config-if-VLAN 1) #ip address 192.168.1.200 255.255.255.0

Ruijie (config)# end

Verification Run the show running-config command to display related commands.
Ruijie (config) #show running-config
Building configuration...

Current configuration : 6312 bytes

!
hostname ruijie
!
!
webmaster level 0 username test password test //Username and password for
Web-based management authentication. The encrypted password is displayed.
http update mode auto-detect
!
|
interface VLAN 1
ip address 192.168.1.200 255.255.255.0 //Management IP address of
the device
no shutdown
!
line con 0
line vty 0 4
login
!
!

End

1.5Example of Web-based Management Configuration
1.5.1 Deploying a Simple WLAN

Unpack the device and carry out initial deployment. Complete basic AC configuration and ensure that STAs can receive

signals and obtain IP addresses.
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1.5.1.1 Both the AP Address Pool and User Address Pool Are Configured on the Local Device

Example:

Configure the gO0/1 interface as the uplink interface of the AC, set the management VLAN of the device to VLAN 1,
management address to 192.168.23.157, gateway address to 192.168.23.1, and tunnel address to 192.168.23.157.

Configure the WiFi SSID Test_WiFi, and set the encryption mode to WPA/WPA2-PSK (universal edition) and password to
12345678.

Configure Dual Radio Into One for the Test_WiFi and set packet forwarding mode to centralized forwarding.

Add the IP address of the AP to VLAN 2, and set the address pool to the 192.168.2.0 network segment and the gateway to
192.168.2.1.

Add the IP address of the STA to VLAN 3, and set the address pool to the 192.168.3.0 network segment and the gateway to
192.168.3.1.

Configuration Steps

N Configuring the AC

Complete basic configurations of the AC based on the scenario.

Configure the gO0/1 interface as the uplink interface of the AC, set the management VLAN of the device to VLAN 1,
management address to 192.168.23.157, gateway address to 192.168.23.1, and tunnel address to 192.168.23.157.

Set configuration items on the Configure AC page.

Config Wizard X
Configure AC
MGMT VLAN * 1 @ P
IP Address * 192.168.23.157
Submask * 255.255.255.0 J
Default Gateway * | 192.168.23.1 @
Uplink Interface GigabitEthernet 0/1 ~ @ ;
System Charset * UTF-8 v | Please set the same charset as the termianl software (e.g. SecureCRT). ]
Country Code CN(China) v |
Time Zone UTC+8(Beijing, CCT) W
Date 2018-08-02 14.04

Note: The default tunnel IP address in the configuration wizard is the same as the management IP address. Therefore, the

default tunnel IP address does not need to be entered.
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The system charset is UTF-8 code by default. If a user needs to view or configure the system by using other terminal tools, it
is recommended to set System Charset to UTF-8. Otherwise, code mixing may be incurred, resulting in the page

configuration failure or garble.

A  Configuring the AP

Add the IP address of the AP to VLAN 2, and set the address pool to the 192.168.2.0 network segment and the gateway to
192.168.2.1.

i Config Wizard X
@ Configure AC ————oeeeven Configure AP % Configure WiFi =a Preview Config v
_‘ AP is in VLAN * |2 | :
Interface Address | 192.168.2.1 | ®
) Submask | 255.255.255.0 |
AP Address Pool on ® AC ) Other Device
Address Pool | 192.168.2.0 |

[ Network *

Submask * | 255.255.255.0 |

Pool Gateway * | 192.168.2.1 |

DNS [114.114.114.114| ]

Option 138 * | 192.168.23.157 |

| Previous ) Next
s "y

N Configuring WiFi

Configure the WiFi SSID Test_WiFi, and set the encryption mode to WPA/WPA2-PSK (universal edition) and password to
12345678.

Add the IP address of the STA to VLAN 3, and set the address pool to the 192.168.3.0 network segment and the gateway to
192.168.3.1.
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@ Configure AC —oooeeeeeees @ Configure AP —ooeeee . e Configure WiFi Za Preview Config v
SSID * l Test WiFi l

Encryption Type l Open |WPA/WPA2-PSK l

WiFi Password l 12345678 l @

Forwarding Mode ® Centralized Forwarding O Local Forwarding (@]

STAis in VLAN * lS l

Interface Address [ 192.168.3.1 ] ®

Submask [ 255.255.255.0 ]

STA Address Pool @ AC O Other Device

Address Pool [ 192.168.3.0 ]

MNetwork *
STA Address Pool @ AC () Other Device
Address Pool [ 192.168.3.0 ]
Network *
Submask * I 255.255.255.0 l

Pool Gateway * I 192.168.3.1 l

DNS * [ 8.85.8 l

N Previewing Configurations

Check whether the configurations are correct based on the preceding steps.

1. Basic AC configurations
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2.

Configure AC

Country Code AE(United Arab Emirates)
Time Zone UTC+8(Beijing, CCT)

Date 2018-07-06 09:59

IP Address 192.168.23.157/255.255.255.0
Manage VLAN 1

Default Gateway  192.168.23.1
Uplink Interface GigabitEthernet 0/1

System Character UTF-8
Set

AP access configurations

Configure AP

AP isin VLAN 2
Interface Address  192.168.2.1/255.255.255.0

AP Address Pool on AC

Address Pool 192.168.2.0/255.255.255.0
Network

Pool Gateway 192.168.2.1

DNS 114.114.114.114

Option 138 192.168.23.157
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3. WiFi configurations

Configure WiFi

SSID Test WiFi
Encryption Type WPA/WPAZ2-PSK
WiFi Password 12345678

Forwarding Mode Centralized Forwarding

STAis in VLAN 3

Interface Address  192.168.3.1/255.255.255.0

STA Address Pool AC

Address Pool 192.168.3.0/255.255.255.0
Network

Pool Gateway 192.168.3.1

DNS 8.8.8.8

Web-Based Configuration

Users who are familiar with services can also click display commands to check whether the configurations to be delivered are

correct. The following are commands to be delivered.

vlan 1

exit

interface vlan 1

ip address 192.168.23.157 255.255.255.0
exit

interface GigabitEthernet 0/1
switchport mode trunk

exit

ac-controller

capwap ctrl-ip 192.168.23.157

exit

ip route 0.0.0.0 0.0.0.0 192.168.23.1
no ip dhcp pool EWEB-WIZARD-AP-POOL
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no ip dhcp pool wewe

vlan 2

exit

interface vlan 2

ip address 192.168.2.1 255.255.255.0
exit

service dhcp

ip dhcp pool EWEB-WIZARD-AP-POOL
network 192.168.2.0 255.255.255.0
default-router 192.168.2.1
dns-server 114.114.114.114

option 138 ip 192.168.23.157

exit

vlan 3

exit

interface vlan 3

ip address 192.168.3.1 255.255.255.0
exit

service dhcp

ip dhcp pool EWEB-WIZARD-STA-POOL
network 192.168.3.1 255.255.255.0
default-router 192.168.3.1
dns-server 114.114.114.114

exit

no wlan-config 1

wlan-config 1 Test WiFi

ssid-code utf-8

enable-broad-ssid

exit

wlansec 1

security wpa enable

security wpa ciphers aes enable
security wpa akm psk enable

security rsn enable

security rsn ciphers aes enable
security rsn akm psk enable

security wpa akm psk set-key ascii 12345678
security rsn akm psk set-key ascii 12345678
exit

ap-group default

interface-mapping 1 3
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exit

language character-set UTF-8
clock timezone UTC +8

exit

clock set 15:31 3 1 2018

clock update-calendar

write
@ Configure AC oo - & Configure AP .. @ Configure WiFi - @ Preview Config v
vian 1 Hide Command
exit

interface vlan 1

ip address 192.168.23.157 255.255.255.0
exit

interface GigabitEthernet 0/1
switchport mode trunk

exit

ac-controller

capwap ctrl-ip 192.168.23.157
exit

ip route 0.0.0.0 0.0.0.0 192.168.23.1
no ip dhcp pool testl

no ip dhcp pool test2

no ip dhcp pool test3

no ip dhcp pool 222

no ip dhcp pool ggg

no ip dhcp pool yy

no ip dhcp pool test

wlan 2

5
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@ Please make sure that
parameters are correctly

configured.

Click OK to complete the configuration.

Verification

®  Check whether the STA associates with the WiFi network test WiFi.

®  Check whether the STA dynamically obtains an IP address.

1.5.1.2 Both the AP Address Pool and User Address Pool Are Configured on Other Devices

Example:

Configure the gO0/1 interface as the uplink interface of the AC, set the management VLAN of the device to VLAN 1,
management address to 192.168.23.157, gateway address to 192.168.23.1, and tunnel address to 192.168.23.157.

Configure a 2.4 GHz WiFi SSID EWEB_WiFi_2.4g, and set the encryption mode to WPA/WPA2-PSK (universal edition) and
password to 12345678.

Configure a 5 GHz WiFi SSID EWEB_WiFi_5g, and set the encryption mode to WPA/WPA2-PSK (universal edition) and
password to 12345678.

Add the IP address of the AP to VLAN 2, set the address pool to the 192.168.2.0 network segment and the gateway to
192.168.2.1, and configure the gateway on the local device and address pool on the switch.

For the EWEB_WiFi_2.4g, add the IP address of the STA to VLAN 3, set the address pool to the 192.168.3.0 network
segment and the gateway to 192.168.3.1, and configure the gateway on the local device and address pool on the switch.

For EWEB_WiFi_5g, add the IP address of the STA to VLAN 4, set the address pool to the 192.168.3.0 network segment
and the gateway to 192.168.3.1, and configure the gateway on the local device and address pool on the switch.
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Configuration Steps

N Configuring the AC

Complete basic configurations of the AC based on the scenario.

Configure the gO0/1 interface as the uplink interface of the AC, set the management VLAN of the device to VLAN 1,
management address to 192.168.23.157, gateway address to 192.168.23.1, and tunnel address to 192.168.23.157.

Config Wizard X
Configure AC < Configure AP Z Configure WiFi Za Preview Config v
MGMTVLAN * |1 |@ B
IP Address * 19216823157 |
Submask * | 255.255.255.0 | J
Default Gateway * | 192.168.23.1 | @
Uplink Interface | GigabitEthernet 0/1 v |e |
System Charset * | UTF-8 v. Please set the same charset as the termianl software (e.g. SecureCRT). o
Country Code | CN(China) v
Time Zone | UTC+8(Beijing, CCT) v
Date 2018-08-02 14:.04 ®
Next

N Configuring the AP

Add the IP address of the AP to VLAN 2, set the address pool to the 192.168.2.0 network segment and the gateway to

192.168.2.1, and configure the gateway on the local device and address pool on the switch.
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Config Wizard

@ Configure AC

Submask

*

AP isin VLAN *

AP Address Pool on © AC

Interface Address l 192.168.2.1

AC Tunnel Address l 192.168.23.157

N Configuring WiFi

Config Wizard

@ Configure AC

Dual Radio Into
One

2.4G WiFi

5G WiFi

Encryption Type

WiFi Password

l Open |WPA/WPAZ-PSK l

[ 12345678 ]©

b
.............. Configure AP = Configure WiFi Za Preview Config v
E l
|®
l 255.255.255.0 l
@® Other Device
|@
X
.............. @ Configure AP weoeeeeeeeee e Configure WIFi Za Preview Config v
(XDe
SSID * [ EWEB_WiFi_2.4G ]

SSID *

Encryption Type

WiFi Password

[ EWEB_WiFi 56 ]

l Open |WPA/WPAZ-PSK l

[ 12345678 ]©
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Forwarding Mode ® Centralized Forwarding O Local Forwarding @

STAis in VLAN * l3 l

Interface Address [ 192.168.3.1 ] @
Submask [ 255.255.255.,0 ]
STA Address Pool O AC @ Other Device

N Previewing Configurations

Check whether the configurations are correct based on the preceding steps.

1. Basic AC configurations

Configure AC

Country Code AE(United Arab Emirates)
Time Zone UTC+8(Beijing, CCT)

Date 2018-07-06 09:59

IP Address 192.168.23.157/255.255.255.0

Manage VLAN 1
Default Gateway — 192.168.23.1
Uplink Interface GigabitEthernet 0/1

System Character UTF-8
Set

2. AP access configurations
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Configure AP

AP is in VLAN 2

Interface Address  192.168.2.1/255.255.255.0

AP Address Pool on Other Device

AC Tunnel Address 192.168.23.157

3. WiFi configurations

Configure WiFi

2.4G 551D EWEB WiFi_2.4G

Encryption Mode  WPA/WPAZ2-PSK

WiFi Password 12345678

5G SSID EWEB_WiFi 5G

Encryption Mode  WPA/WPAZ2-PSK

WiFi Password 12345678

Forwarding Mode Centralized Forwarding

STAis in VLAN 3

Interface Address  192.168.3.1/255.255.255.0

STA Address Pool  Other Device

Users who are familiar with services can also click display commands to check whether the configurations to be delivered are

correct. The following are commands to be delivered.

vlian 1
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exit

interface vlan 1

ip address 192.168.23.157 255.255.255.0
exit

interface GigabitEthernet 0/1
switchport mode trunk

exit

ac-controller

capwap ctrl-ip 192.168.23.157

exit

ip route 0.0.0.0 0.0.0.0 192.168.23.1
vlan 2

exit

interface vlan 2

ip address 192.168.2.1 255.255.255.0
exit

vlan 3

exit

interface vlan 3

ip address 192.168.3.1 255.255.255.0
exit

no wlan-config 1

wlan-config 1 EWEB WiFi 2.4g
ssid-code utf-8

enable-broad-ssid

exit

wlansec 1

security wpa enable

security wpa ciphers aes enable
security wpa akm psk enable

security rsn enable

security rsn ciphers aes enable
security rsn akm psk enable

security wpa akm psk set-key ascii 12345678
security rsn akm psk set-key ascii 12345678
exit

ap-group default

interface-mapping 1 3 radio 802.11b
exit

no wlan-config 2

wlan-config 2 EWEB WiFi 5g
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Config Wizard X

@ Configure AC oeveeeeeeee. @ Configure AP ceeveeeeeeee @ Configure WiFi cooeeeeeeeeas @ Preview Conflg v

*

vlan 1 Hide Command
exit

interface vian 1

Ip address 192.168.23,157 26552552550
exit

interface GigabitEthernet 0/1

switchport mode trunk

exit

ac-controller

capwap ctrl-ip 192,168,155

exit

interface loopback O

ip address 192.168.1.55 255.255.255.255
exit

Ip route 0.0.0.0 0.0.0.0 122.168.23.1

viam 2

exit

interface vian 2

ip address 192.168.2.1 255.255.255.0

avit

Previous
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(7) Please make sure that
parameters are correcthy

configured.

|

Click OK to complete the configuration.

N After completing the configuration on the AC, perform configuration on the uplink switch.

interface VLAN 2

no ip proxy-arp

ip address 192.168.2.2 255.255.255.0
!

interface VLAN 3

no ip proxy-arp

ip address 192.168.3.3 255.255.255.0
!

no service password-encryption
service dhcp

!

ip dhcp pool ap pool

option 138 ip 192.168.23.157

network 192.168.2.0 255.255.255.0
dns-server 114.114.114.114
default-router 192.168.2.1
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ip dhcp pool sta pool
network 192.168.3.0 255.255.255.0

dns-server 114.114.114.114
default-router 192.168.3.1
|

Verification
® Check whether the STA associates with the WiFi network 2.4GWiFi ruijie_test_2.4g.
®  Check whether the STA associates with the WiFi network 5GWiFi ruijie_test_5g.

®  Check whether the STA dynamically obtains an IP address.
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